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N #43

Refer to the exhibits.

You configured a spearphishing event handler and the associated rule. However. FortiAnalyzer did not generate an event.

‘When you check the FortiAnalyzer log viewer, you confirm that FortiSandbox forwarded the appropriate logs, as shown in the raw
log exhibit.

‘What configuration must you change on FortiAnalyzer in order for FortiAnalyzer to generate an event?

e A Inthe Log Type field, change the selection to AntiVirus Log(malware).
¢ B. Inthe Log Filter by Text field, type the value: .5 ub t ype ma Iwa re..


https://jp.fast2test.com/NSE7_SOC_AR-7.6-premium-file.html
https://www.shikenpass.com/NSE7_SOC_AR-7.6-shiken.html
https://www.jpexam.com/NSE7_SOC_AR-7.6_exam.html
https://www.it-passports.com/NSE7_SOC_AR-7.6.html

e C. Configure a FortiSandbox data selector and add it tothe event handler.
¢ D. Change trigger condition by selecting. Within a group, the log field Malware Kame (mname> has 2 or more unique values.

IEf: C

BN -

* Understanding the Event Handler Configuration:

* The event handler is set up to detect specific security incidents, such as spearphishing, based on logs forwarded from other
Fortinet products like FortiSandbox.

* An event handler includes rules that define the conditions under which an event should be triggered.

* Analyzing the Current Configuration:

* The current event handler is named "Spearphishing handler” with a rule titled "Spearphishing Rule 1".

* The log viewer shows that logs are being forwarded by FortiSandbox but no events are generated by FortiAnalyzer.

* Key Components of Event Handling:

* Log Type: Determines which type of logs will trigger the event handler.

* Data Selector: Specifies the criteria that logs must meet to trigger an event.

* Automation Stitch: Optional actions that can be triggered when an event occurs.

* Notifications: Defines how alerts are communicated when an event is detected.

* Issue Identification:

* Since FortiSandbox logs are correctly forwarded but no event is generated, the issue likely lies in the data selector configuration or
log type matching,

* The data selector must be configured to include logs forwarded by FortiSandbox.

* Solution:

* B. Configure a FortiSandbox data selector and add it to the event handler:

* By configuring a data selector specifically for FortiSandbox logs and adding it to the event handler, FortiAnalyzer can accurately
identify and trigger events based on the forwarded logs.

* Steps to Implement the Solution:

* Step 1: Go to the Event Handler settings in FortiAnalyzer.

* Step 2: Add a new data selector that includes criteria matching the logs forwarded by FortiSandbox (e.g., log subtype, malware
detection details).

* Step 3: Link this data selector to the existing spearphishing event handler.

* Step 4: Save the configuration and test to ensure events are now being generated.

* Conclusion:

* The correct configuration of a FortiSandbox data selector within the event handler ensures that FortiAnalyzer can generate events
based on relevant logs.

Fortinet Documentation on Event Handlers and Data Selectors FortiAnalyzer Event Handlers Fortinet Knowledge Base for
Configuring Data Selectors FortiAnalyzer Data Selectors By configuring a FortiSandbox data selector and adding it to the event
handler, FortiAnalyzer will be able to accurately generate events based on the appropriate logs.

H #44

Review the incident report:

Packet captures show a host maintaining periodic TLS sessions that imitate normal HTTPS traffic but run on TCP 8443 to a single
external host. An analyst flags the traffic as potential command-and-control. During the same period, the host issues frequent DNS
queries with oversized TXT payloads to an attacker-controlled domain, transferring staged files.

Which two MITRE ATT&CK techniques best describe this activity? (Choose two answers)

A. Exfiltration Over Alternative Protocol
B. Exploitation of Remote Services

C. Hide Artifacts

D. Non-Standard Port

IEf#: A\ D

AR :

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

In accordance with the MITRE ATT&CK mapping utilized byFortiSIEM 7.3andFortiSOAR 7.6, the described behaviors
correspond to the following techniques:

* Non-Standard Port (T1571):This technique involves adversaries communicating using a protocol and port pairing that are typically
not associated. The incident report identifies HTTPS (TLS) traffic running onTCP 8443rather than the standard port

443 FortiSIEMspecifically includes built-in correlation rules, such as "Suspicious Typical Malware Back Connect Ports," designed



to detect these protocol-port mismmatches.

* Exfiltration Over Alternative Protocol (T1048):This technique describes adversaries stealing data by exfiltrating it over a different
protocol than the primary command and control (C2) channel. In this scenario, while the C2 channel is established via HTTPS on
port 8443, the adversary is transferring staged files usingDNS queries with oversized TXT payloads. DNS is a common "alternative
protocol” used to bypass standard data transfer monitoring and egress filtering.

Analysis of Incorrect Options:

* Exploitation of Remote Services (B):This technique falls underInitial AccessorLateral Movementtactics, focusing on gaining entry
into a system via vulnerabilities in network services like SMB or RDP. It does not apply to the maintenance of an established C2
channel or the exfiltration of data.

* Hide Artifacts (D):This is aDefense Evasiontechnique where an adversary attempts to conceal their presence by removing traces
such as log files or registry keys. While the attacker is "imitating normal traffic," the specific acts of using a non-standard port and
DNS exfiltration are primary behavioral signatures defined by their own more specific techniques.

HMA #45

Review the incident report:

An attacker identified employee names, roles, and email patterns from public press releases, which were then used to craft tailored
emais.

The emails were directed to recipients to review an attached agenda using a link hosted off the corporate domain.

Which two MITRE ATT&CK tactics best fit this report? (Choose two answers)

A. Discovery

B. Defense Evasion
C. Initial Access

D. Reconnaissance

iFf@E: C. D

fEEL:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

Based on the official documentation forFortiSIEM 7.3(which utilizes the MITRE ATT&CK mapping for incident correlation)
andFortiSOAR 7.6(which uses these tactics for incident classification and playbook triggering):

* Reconnaissance (Tactic TA0043):This tactic consists of techniques that involve adversaries actively or passively gathering
information that can be used to support targeting, In this scenario, the attacker identifies "employee names, roles, and email patterns
from public press releases." This is categorized underGather Victim Org Information (T1591)andSearch Open Technical Databases
(T1596). Since this activity happens prior to the compromise and involves gathering intelligence, it is strictly Reconnaissance.

* Initial Access (Tactic TAO0OO1):This tactic covers techniques that use various entry vectors to gain an initial foothold within a
network. The act of sending "tailored emails... to recipients to review an attached agenda using a link" is the definition ofPhishing:
Spearphishing Link (T1566.002). This is the specific delivery mechanismused to gain the initial entry.

Why other options are incorrect:

* Discovery (B):This tactic involves techniques an adversary uses to gain knowledge about the internal network after they have
already gained access. Since the attacker is looking at public press releases, they are operating outside the perimeter.

* Defense Evasion (D):This tactic consists of techniques that adversaries use to avoid detection throughout their compromise. While
using an external link might bypass some basic reputation filters, the primary goal described in the report is the act of establishing
contact and access, which is the core of the Initial Access tactic.

H #46

Refer to the exhibits.

The Malicious File Detect playbook is configured to create an incident when an event handler generates a malicious file detection
event.

Why did the Malicious File Detect playbook execution fail?

A. The Attach Data To_Incident incident task wasexpecting an integer, but received an incorrect data format.
B. The Create Incident task was expecting a name or number as input, but received an incorrect data format
C. The Attach Data To Incident task failed, which stopped the playbook execution.

D. The Get Events task did not retrieve any event data.

IEf#: B



* Understanding the Playbook Configuration:

* The "Malicious File Detect" playbook is designed to create an incident when a malicious file detection event is triggered.

* The playbook includes tasks such as Attach Data To Incident, Create Incident, and Get Events.

* Analyzing the Playbook Execution:

* The exhibit shows that the Create Incident task has failed, and the Attach Data To Incident task has also failed.

* The Get Events task succeeded, indicating that it was able to retrieve event data.

* Reviewing Raw Logs:

* The raw logs indicate an error related to parsing input in the incident_operator.py file.

* The error traceback suggests that the task was expecting a specific input format (likely a name or number) but received an
mncorrect data format.

* Identifying the Source of the Failure:

* The Create Incident task failure is the root cause since it did not proceed correctly due to incorrect input format.

* The Attach Data To Incident task subsequently failed because it depends on the successful creation of an incident.

* Conclusion:

* The primary reason for the playbook execution failure is that the Create Incident task received an incorrect data format, which was
not a name or number as expected.

References:

Fortinet Documentation on Playbook and Task Configuration.

Error handling and debugging practices in playbook execution.

B #47
Which three are threat hunting activities? (Choose three answers)

A. Automate workflows.

B. Generate a hypothesis.

C. Enrich records with threat intelligence.
D. Perform packet analysis.

E. Tune correlation rules.

iFf#: B. C. D

R

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

According to the specialized threat hunting modules and frameworks withnFortiSOAR 7.6and the advanced analytics capabilities
ofFortiSIEM 7.3, threat hunting is defined as a proactive, human-led search for threats that have bypassed automated security
controls. The three selected activities are core components of this lifecycle:

* Generate a hypothesis (C):This is the findamental starting point of a "Structured Hunt." Analysts develop a testable theory-based
on recent threat intelligence (such as a new TTP identified by FortiGuard) or environmental risk-about how an attacker might be
operating undetected in the network.

* Enrich records with threat intelligence (A):During the investigation phase, hunters use theThreat Intelligence Management
(TIM)module in FortiSOAR to enrich technical data (IPs, hashes, URLs) with external context. This helps determine if an anomaly
discovered during the hunt is indeed malicious or part of a known campaign.

* Perform packet analysis (D):Since advanced threats often live in the "gaps" between log files, hunters frequently perform deep-
packet or network-flow analysis using FortiSIEM's query tools or integrated NDR (Network Detection and Response) data to
identify suspicious lateral movement or C2 (Command and Control) communication patterns that standard alerts might miss.

Why other options are excluded:

* Automate workflows (B):While SOAR is designed for automation, the act of "automating” is a DevOps or SOC engineering task.
Threat hunting itself is a proactive mvestigation; while playbooks canassista hunter (e.g,, by automating the data gathering), the act of
hunting remains a manual or semi-automated cognitive process.

* Tune correlation rules (E):Tuning rules is areactivemaintenance task or a "post-hunt" activity. Once a threat hunter finds a new
attack pattern, they will then tune SIEM correlation rules to ensure that specific threat is detected automatically in the future. The
tuning is theresultof the hunt, not the activity of hunting itself.
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