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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 1
P Microsoft 365 tenant.
¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
Topic 2 tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
e Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
Topic 3 protection and data lifecycle management is discussed in this topic. Moreover, questions about

implementing Microsoft Purview data loss prevention (DLP) also appear.

e Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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Microsoft 365 Administrator Sample Questions (Q146-Q151):

NEW QUESTION # 146

You have a Microsoft 365 ES subscription.

Youneed to configure a group naming policy.
‘Which portal should you use, and to which types of groups will the policy apply? To answer, select the appropriate options in the

ansSwer area.

NOTE: Each correct selection is worth one point.

Answer Area

Portal:
The Microsoft 365 admin center b

The Microsoft 365 admin center
Group types: | The Microsoft 365 Defender portal
The Microseft Entra admin center
| The Microsoft Purview compliance portal

Group types: Lsrgc,myfonly hd
| Microsoft 365 only
| Security and mail-enabled security only
[ Microsoft 365 and distnibution only
| Microsoft 365, mail-enatliédl S8ELaty, and distribution o

ey s .1 A s Sk

Answer:

Explanation:
Answer Area

Explanation
Answer Area

NEW QUESTION # 147
You have a Microsoft 365 ES subscription that has auditing turned on. The subscription contains the users shown in the following
table.

. I v I I E rQhﬁQjIl’;t,»ﬁ a8min center v
[l The Microsoft 365 admin center

Group types: | The Microsoft,365 Defender portal
| The Migrosoft Entra admin center

| Ihe,Microsoft Purview compliance portal

Group types: LSg_curiw only -
| Microsoft 365 only
] Security only
| Security and mail-enabled security only
| Microsoft 365 and distnbution only
| Microsoft 365, mail-enabled security, and distribution only
Security, Microsoft 365, mail-enabled security, and distribution

B Microsoft

Portal: ' The Microsoft 3655adfin center v

Group fypes+’ Security only ) v




You plan to create a new user named Userl.

How long will the user creation audit event be available if Adminl or Admin2 creates User1? To answer, select the appropriate
options in the answer area.

Each correct selection is worth one point.

Answer:

Explanation:



6 months
1 year

NEW QUESTION # 148

Your company has a hybrid deployment of Microsoft 365.

An on-premises user named User1 is synced to Azure AD.
Azre AD Connect is configured as shown in the following exhibit

& Microsoft Azure Active Directory Connect

Synchronized Directories
DIRECTORY ACCOUNT
Adatum.com ADATUM.COM\MSOL_e785¢048abcc
Tasks
.
Synchronization Settings
SOURCE ANCHOR USER PRINCIPAL NAME
mS-DS-ConsistencyGuid userPrincipalName
SYN FILTER OBJEETSNORYNCHRONIZE BY GR(
AlwaysProvision Disablled
AZURE AD APP AN RINC CEVICE WRITEBACK
Disabled Disabled
DIRECTORY EXTEN ATTRI BUTESy N¢ L NT
Disabled Disabled
GREUP WRiTEBMGX PASSWORD HASH SYNCHRONIZA
Disabled Enabled
l,'_t‘\.‘.'l.; RL _'_.,l:._" K |\|_"_Li'i.‘ «
Disabled Disabled
AUTO UPGRADE EXCHANGE MAIL PUBLIC FOLDE
Enabled Disabled
SQL SERVER NAME SQL SERVER INSTANCE NAME
(Iocaldb] MADSync

Use the drop-down menus to select the answer choice that completes each statement based on the mformation presented in the

graphic.
NOTE: Each correct selection is worth one point.

Answer Area
User1 [ choice].
cannet.change her password from any Microsoft portals ¥
cannot change her password from any Microsoft portals
{can.change her password by using self-service password reset feature only
p€an change her password from the Microsoft 365 admin center only |
If the password for User1 is changed in Active Directory, | the password hash will be synchronized to Azure AD X

[ELE 4 LI Bl the password hash will be synchronized to Azure AD
y T a new randomly generated password will be assigned to User1
< L | the password hash in Azure AD will be unchanged

Answer:



Userl [answer cholcel. oot chancedwer (o

cannot change her password from any Microsoft portals
ﬁﬂ’_(hw Rer password by using self-service password reset feature only

| canchange her password from the Microsoft 365 admin center only

If the password for User1 is changed'ifi Active Directory, | the password hash will be synchronized to Azure AD
LI Y CILTI M| the password hash will be synchronized to Azure AD
a new randomly generated password will be assigned to User1
the password hash in Azure AD will be unchanged

NEW QUESTION # 149

You have a Microsoft 365 ES subscription.
You plan to create the data loss prevention (DLP) policies shown in the following table.
Name Apply to location
DLP1 | Exchange email

DLP2 SharePoint sites

DLP3 On{la.mmyoft

You need to create DLP rules for each policy.
‘Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Answer Arca
| TVF
. M IC ro Soi:'Ler is condition: 557 on

only
\)( © + ™| bLp2 and DLP3 only

DLP1, DLP2, and DLP3

ension is condition: | DLP1, DLP2, and DLP3 v

- ‘p‘a DLP1 only
\ DLP2 only
DLP3 only
DLP2 and DLP3 only

DLP1, DLP2. and DLP3

Answer:
Explanation:

T o Microsef

DLP2.only
DLP3 bnly
DLP2 and DLP3 only

DLP1, DLP2, and DLP3

File extension is condition: | DLP1, DLP2, and DLP3 ¥
DLP1 only

DLP2 only

DLP3 only

DLP2 and DLP3 only

DLP1, DLP2, and DLP3




NEW QUESTION # 150

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 ES subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization
is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca X
To configure At AD COnne
Configure hybnd Azure AD join
Enable device writeback
Enable password hash syncfyonization
To configure the domain:
Add an alternative UPN suffix
Register a service connection point
Register a serviace pnncpal name (SPN
Answer:
Explanation:
ANFWCT Arca
[0 configure Azuie AD Connect
Configure hybnd Azure AD join
Frable device writehack
LlEnabis password hash sy
To configure the domain
Add an alernative UPN sullix
-
LS Hegister 3 Senice CONNECTION pomt
Register a servce principal ngme (SPN)
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