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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q116-Q121):

NEW QUESTION # 116

Youare part of a security team that wants to ensure that a Cloud Storage bucket in Project A can only be readable firom Project B.
You also want to ensure that data in the Cloud Storage bucket cannot be accessed from or copied to Cloud Storage buckets
outside the network, even if the user has the correct credentials.

‘What should you do?

e A. Enable VPC Peering between Project A and B networks with strict firewall rules to allow communication between the
networks.

e B. Enable VPC Service Controls, create a perimeter with Project A and B, and include Cloud Storage service.

e C. Enable Private Access in Project A and B networks with strict firewall rules to allow communication between the
networks.

e D. Enable Domain Restricted Sharing Organization Policy and Bucket Policy Only on the Cloud Storage bucket.

Answer: B

Explanation:

* Objective: Ensure that a Cloud Storage bucket in Project A can only be readable from Project B and prevent data access or
copying to Cloud Storage buckets outside the network, even with correct credentials.

* Solution: Use VPC Service Controls to create a security perimeter.

* Steps:

* Step 1: Open the Google Cloud Console.

* Step 2: Navigate to the VPC Service Controls page.

* Step 3: Create a new service perimeter.

* Step 4: Add Project A and Project B to the service perimeter.

* Step 5: Include Cloud Storage service in the perimeter configuration.

* Step 6: Define access levels to ensure that only resources within the perimeter can access the Cloud Storage bucket.

By setting up a VPC Service Controls perimeter, you can enforce security boundaries that restrict data access and movement to
within defined projects, providing an extra layer of protection beyond IAM permissions.

References:

* VPC Service Controls Overview

* Configuring VPC Service Controls

NEW QUESTION # 117

You work for a large organization where each business unit has thousands of users. You need to delegate management of access
control permissions to each business unit. You have the following requirements:

Each business unit manages access controls for their own projects.

Each business unit manages access control permissions at scale.

Business units cannot access other business units' projects.

Users lose their access if they move to a different business unit or leave the company.

Users and access control permissions are managed by the on-premises directory service.

‘What should you do? (Choose two.)

¢ A. Group business units based on Organization Units (OUs) and manage permissions based on OUs.

¢ B. Create a project naming convention, and use Google's IAM Conditions to manage access based on the prefix of project
naes.

C. Organize projects in folders, and assign permissions to Google groups at the folder level.

D. Use VPC Service Controls to create perimeters around each business unit's project.

E. Use Google Cloud Directory Sync to synchronize users and group memberships in Cloud Identity.

Answer: CE

Explanation:

To delegate management of access control permissions to each business unit effectively, organizing projects mto folders and
assigning permissions to Google groups at the folder level allows for scalable and manageable access control. Using Google Cloud
Directory Sync (GCDS) to synchronize users and groups from the on-premises directory service ensures that access controls are
maintained and updated automatically as users change roles or leave the company.

Steps:



Organize Projects in Folders: Create a folder structure in the Google Cloud Resource Manager to organize projects by business unit.
Assign Permissions to Google Groups: Use IAM to assign necessary permissions to Google Groups at the folder level, ensuring each
business unit can manage access controls for their own projects.

Synchronize Users and Groups: Use GCDS to sync users and group memberships from your on-premises directory service to
Google Cloud Identity, ensuring that changes in the on-premises directory are reflected in Google Cloud.

Reference:

Google Cloud Resource Manager

Google Cloud Directory Sync

NEW QUESTION # 118

You are a member of the security team at an organization. Your team has a single GCP project with credit card payment processing
systers alongside web applications and data processing systers. You want to reduce the scope of systens subject to PCI audit
standards.

‘What should you do?

A. Use only applications certified compliant with PA-DSS.

B. Move the cardholder data environment into a separate GCP project.

C. Use VPN for all connections between your office and cloud environments.
D. Use multi-factor authentication for admin access to the web application.

Answer: B

Explanation:

To reduce the scope of systems subject to PCI audit standards, segregate the cardholder data environment (CDE) into a separate
GCP project. This ensures that only the project containing the CDE will be subject to PCI DSS compliance, reducing the audit
scope for other projects.

* Create Separate GCP Project:

* Go to the Cloud Console, navigate to IAM & Admin > Manage Resources.

* Click "Create Project" and set up a new project for the CDE.

* Migrate CDE:

* Transfer the systems processing, storing, or transmitting cardholder data to the new project.

* Apply PCI DSS Controls:

* Tmplement PCI DSS required controls on the new project.

* Use appropriate security measures such as firewalls, access controls, and encryption.

Google Cloud and PCI DSS

Creating and Managing Projects

NEW QUESTION # 119

You are the Security Admin in your company. You want to synchronize all security groups that have an email address from your
LDAP directory in Cloud IAM.

‘What should you do?

¢ A. Use a management tool to sync the subset based on group object class attribute. Create a group in the Google domain. A
group created in a Google domain will automatically have an explicit Google Cloud Identity and Access Management (IAM)
role.

e B. Use a management tool to sync the subset based on the email address attribute. Create a group in the Google domain. A
group created in a Google domain will automatically have an explicit Google Cloud Identity and Access Management (IAM)
role.

e C. Configure Google Cloud Directory Sync to sync security groups using LDAP search rules that have "user email address"
as the attribute to facilitate bidirectional sync.

e D. Configure Google Cloud Directory Syne to sync security groups using LDAP search rules that have "user email address"
as the attribute to facilitate one-way sync.

Answer: D

Explanation:
Search rules that have "user email address" as the attribute to facilitate one-way sync.
https7/support.google.conva/answer/6126589?hi=en



NEW QUESTION # 120
Your organization has implemented synchronization and SAML federation between Cloud Identity and Microsoft Active Directory.
You want to reduce the risk of Google Cloud user accounts being compromised. What should you do?

¢ A Create an Active Directory domain password policy with strong password settings, and configure post-SSO (single sign-
on) 2-Step Verification with security keys in the Google Admin console.

¢ B. Create a Cloud Identity password policy with strong password settings, and configure 2-Step Verification with security
keys in the Google Admin console.

¢ C. Create a Cloud Identity password policy with strong password settings, and configure 2-Step Verification with verification
codes via text or phone call in the Google Admin console.

¢ D. Create an Active Directory domain password policy with strong password settings, and configure post-SSO (single sign-
on) 2-Step Verification with verification codes via text or phone call in the Google Admin console.

Answer: A

Explanation:

Reference:

"We recommend against using text messages. The National Institute of Standards and Technology (NIST) no longer recommends
SMS-based 2SV due to the hijacking risk from state-sponsored entities."

NEW QUESTION # 121

It is certain that the pass rate of our Professional-Cloud-Security- Engneer study guide among our customers is the most essential
criteria to check out whether our Professional-Cloud-Security- Engineer training materials are effective or not. The good news is that
according to statistics, under the help of our Professional-Cloud- Security- Engineer learning dumps, the pass rate among our
customers has reached as high as 98% to 100%. It is strongly proved that we are professonal in this career and our Professional-
Cloud-Security- Engineer exam braindumps are very popular.
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