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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 2

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 3

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 4

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.
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Topic 5

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q90-Q95):
NEW QUESTION # 90 
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

Based on the exhibit, which statement is true?

A. The Underlay zone contains no member.
B. The virtual-wan-link and overlay zones can be deleted.
C. port2 and port3 are not assigned to a zone.
D. The Underlay zone is the zone by default.

Answer: A

Explanation:
The Underlay zone is the default SD-WAN zone, typically representing the physical interfaces in the SD- WAN configuration before
overlay or virtual links are added.

NEW QUESTION # 91 
Which two settings are required for SSL VPN to function between two FortiGate devices?
(Choose two.)
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A. The server FortiGate requires a CA certificate to verify the client FortiGate certificate.
B. The client FortiGate requires the SSL VPN tunnel interface type to connect SSL VPN.
C. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
D. The client FortiGate requires a manually added route to remote subnets.

Answer: A,C

Explanation:
The server FortiGate requires a CA certificate to verify the client FortiGate certificate.
When configuring an SSL VPN tunnel between two FortiGates, the server FortiGate must verify the authenticity of the connecting
client's certificate. This is done using a CA certificate installed on the server to ensure the client certificate is trusted.
The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
The client FortiGate uses this client certificate to authenticate itself to the server during SSL VPN negotiation. The certificate must be
signed by the same CA trusted by the server to establish a secure, validated SSL VPN connection.

NEW QUESTION # 92 
Refer to the exhibit. Why is the Antivirus scan switch grayed out when you are creating a new antivirus profile for FTP?

A. The Feature Set for the profile is Flow-based but it must be Proxy-based.
B. Antivirus scan is disabled under System -> Feature visibility.
C. None of the inspected protocols are active in this profile.
D. FortiGate, with less than 2 GB RAM, does not support the Antivirus scan feature.

Answer: C

Explanation:
Enable one or more protocols for inspection, then enable AntiVirus scan for the selected protocols with a specified action.
https://docs.fortinet.com/document/fortigate/7.6.4/administration-guide/922096/inspection-mode- feature-comparison

NEW QUESTION # 93 
What are three key routing principles in SD-WAN? (Choose three.)



A. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
B. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
C. By default. SD-WAN rules are skipped if only one route to the destination is available.
D. SD-WAN rules have precedence over any other type of routes.
E. Regular policy routes have precedence over SD-WAN rules.

Answer: A,B,D

Explanation:
SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.
SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by default.

NEW QUESTION # 94 
Refer to the exhibit. What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

A. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.
B. FortiGate will close the connection if the SNI does not match the CN and SAN fields
C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.
D. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN
fields.

Answer: C

Explanation:
SNI-server-cert-check
Enable: Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. If mismatched, use
the CN in the server certificate to do URL filtering.
Strict: Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. If mismatched, close
the connection.
Disable: Do not check the SNI in the client hello message with the CN or SAN fields in the returned server certificate.

NEW QUESTION # 95
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