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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q92-Q97):
NEW QUESTION # 92 
You manage one of your organization's Google Cloud projects (Project A). AVPC Service Control (SC) perimeter is blocking API
access requests to this project including Pub/Sub. A resource running under a service account in another project (Project B) needs
to collect messages from a Pub/Sub topic in your project Project B is not included in a VPC SC perimeter. You need to provide
access from Project B to the Pub/Sub topic in Project A using the principle of least Privilege.
What should you do?

A. Configure an ingress policy for the perimeter in Project A and allow access for the service account in Project B to collect
messages.
B. Create an access level that allows a developer in Project B to subscribe to the Pub/Sub topic that is located in Project A.
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C. Remove the Pub/Sub API from the list of restricted services in the perimeter configuration for Project A.
D. Create a perimeter bridge between Project A and Project B to allow the required communication between both projects.

Answer: A

NEW QUESTION # 93 
Your security team wants to reduce the risk of user-managed keys being mismanaged and compromised. To achieve this, you need
to prevent developers from creating user-managed service account keys for projects in their organization. How should you enforce
this?

A. Remove the iam.serviceAccounts.getAccessToken permission from users.
B. Configure Secret Manager to manage service account keys.
C. Enable an organization policy to prevent service account keys from being created.
D. Enable an organization policy to disable service accounts from being created.

Answer: C

Explanation:
https://cloud.google.com/iam/docs/best-practices-for-managing-service-account-keys
"To prevent unnecessary usage of service account keys, use organization policy constraints:
At the root of your organization's resource hierarchy, apply the Disable service account key creation and Disable service account
key upload constraints to establish a default where service account keys are disallowed.
When needed, override one of the constraints for selected projects to re-enable service account key creation or upload."

NEW QUESTION # 94 
Your team wants to limit users with administrative privileges at the organization level.
Which two roles should your team restrict? (Choose two.)

A. Organization Role Viewer
B. Organization Administrator
C. Compute Admin
D. Super Admin
E. GKE Cluster Admin

Answer: B,D

Explanation:
The Organization Administrator and Super Admin roles have extensive administrative privileges at the organization level. Restricting
these roles is crucial to limit the number of users who have the ability to manage critical resources and configurations within the
organization, thereby enhancing security and minimizing potential risks.
Organization Administrator: Has comprehensive permissions to manage all aspects of the Google Cloud organization, including
projects, folders, and IAM policies.
Super Admin: In Google Workspace (formerly G Suite), the Super Admin has access to all administrative features and can manage
user accounts, services, and settings across the organization.
References:
* Google Cloud IAM roles
* Managing super admin roles in Google Workspace

NEW QUESTION # 95 
Your organization is building a chatbot that is powered by generative AI to deliver automated conversations with internal employees.
You must ensure that no data with personally identifiable information (PII) is communicated through the chatbot. What should you
do?

A. Discover and transform PII data in both input and output by using the Cloud Data Loss Prevention (Cloud DLP) API.
B. Prevent PII data exfiltration by using VPC-SC to create a safe scope around your chatbot.
C. Encrypt data at rest for both input and output by using Cloud KMS, and apply least privilege access to the encryption
keys.
D. Scan both input and output by using data encryption tools from the Google Cloud Marketplace.



Answer: A

Explanation:
https://cloud.google.com/blog/topics/developers-practitioners/how-keep-sensitive-data-out-your- chatbots

NEW QUESTION # 96 
A company is running workloads in a dedicated server room. They must only be accessed from within the private company network.
You need to connect to these workloads from Compute Engine instances within a Google Cloud Platform project.
Which two approaches can you take to meet the requirements? (Choose two.)

A. Configure the project with VPC peering.
B. Configure the project with Shared VPC.
C. Configure the project with Cloud Interconnect.
D. Configure the project with Cloud VPN.
E. Configure all Compute Engine instances with Private Access.

Answer: C,D

NEW QUESTION # 97
......
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