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AE#16
You want to verify that Google Drive is being tunneled to Netskope by looking in the nsdebuglog file. You are using Chrome and the
Netskope Client to steer traffic. In this scenario, what would you expect to see in the log file?
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AE#17
You have users connecting to Netskope from around the world You need a way for your NOC to quickly view the status of the
tunnels and easily visualize where the tunnels are located Which Netskope monitoring tool would you use in this scenario?

A. Network Events in Skope IT

B. Network Steering in Digital Experience Management
C. Alerts in Skope IT

D. Web Usage Summary in Advanced Analytics

He: B

M.

Network Steering in Digital Experience Management is the appropriate Netskope monitoring tool for this scenario. It allows the
Network Operations Center (NOC) to quickly view the status of the tunnels and provides an easy way to visualize the locations of
the tunnels. This tool is designed to give a clear overview of network health and performance, which is essential for managing global
connectivity and ensuring the reliability of the service.

A2 #18

You are implementing a solution to deploy Netskope for machine traffic in an AWS account across multiple VPCs. You want to
deploy the least amount of tunnels while providing connectivity for all VPCs.

How would you accomplish this task?

A. Use IPsec tunnels from the AWS Virtual Private Gateway.
B. Use GRE tunnels from the AWS Virtual Private Gateway
C. Use GRE tunnels from the AWS Transit Gateway.

D. Use IPsec tunnels from the AWS Transit Gateway.

He. D

dE:

The best approach to deploy Netskope for machine traffic across mutltiple VPCs in an AWS account with the least amount of
tunnels while providing connectivity for all VPCs is to use [Psec tunnels from the AWS Transit Gateway. This method allows you to
use the same Site-to-Site VPN connection to Netskope for multiple VPCs, thus minimizing the number of tunnels required12. The
AWS Transit Gateway acts as a network transit hub, enabling you to connect your VPCs and on-premises networks through a
central point of management and control. Using IPsec tunnels with the AWS Transit Gateway ensures that all VPCs connected to it
utilize the same [Psec tunnel between the transit gateway and Netskope POP1.

EE#19
Given the following;
Which result does this Skope IT query provide?

e A The query returns all events of an IP address downloading or uploading to or from Amazon S3 using the Netskope Client.
e B. The query returns all events of everyone except user@company.com downloading or uploading to or from the site
"Amazon S3" using the Netskope Client.



¢ (. The query returns all events of user@company.com downloading or uploading to or from the application "Amazon S3"
using the Netskope Client.

e D. The query returns all events of user@company.com downloading or uploading to or from the site ' Amazon S3" using the
Netskope Client.

HE: D

Y.

The given Skope IT query specifies the following conditions:

User equals 'user@company.com

Access method equals 'Client'

Activity equals "Download' or 'Upload'

Site equals 'Amazon S3'

The query combines these conditions using logical operators (AND and OR).

The result of this query will include all events where the specified user (‘user@company.com') is either downloading or uploading
data to or from the site ' Amazon S3' using the Netskope Client.

It does not include events related to other users or IP addresses. Reference:

Netskope Security Cloud Introductory Online Technical Training

Netskope Security Cloud Operation & Administration (NSCO&A) - Classroom Training

HE#20

You are consuming Audit Reports as part of a Salesforce API integration. Someone has made a change to a Salesforce account
record field that should not have been made and you are asked to venfy the previous value of the structured data field. You have the
approximate date and time of the change, user information, and the new field value.

How would you accomplish this task?

A. Query Skope IT Page Events and look for the specific Page URL that was called under the Application section.

B. Use the Application Events Data Collection within Advanced Analytics and filter on the changed field value.

C. Create a classic report and apply a query that filters on the changed field value.

D. Query Skope IT for an Access Method of API Connector and search Application Event Details for the Old Value field
using the User details and Edit Activity.

HEe. D

M.

To verify the previous value of a structured data field in Salesforce after an unauthorized change, you would use Skope IT with an
Access Method of API Connector. This method allows you to search the Application Event Details for the 'Old Value' field. By
filtering with the user details and the edit activity, you can pinpoint the exact change and retrieve the original value of the field.

The approach is consistent with the Netskope Cloud Security Architect's guidelines for using API Data Protection with Salesforce.
The documentation provides a detailed procedure for configuring Salesforce for API Data Protection, which includes the use of
Netskope Audit Reports and the ability to track changes through the 'Old Value' field
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