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CompTIA Security+ Certification Exam Sample Questions (Q633-Q638):
NEW QUESTION # 633 
Which of the following tools can assist with detecting an employee who has accidentally emailed a file containing a customer's PII?

A. Antivirus
B. SCAP
C. DLP
D. Net Flow

Answer: C

Explanation:
DLP stands for Data Loss Prevention, which is a tool that can assist with detecting and preventing the unauthorized transmission or
leakage of sensitive data, such as a customer's PII (Personally Identifiable Information). DLP can monitor, filter, and block data in
motion (such as emails), data at rest (such as files), and data in use (such as applications). DLP can also alert the sender, the
recipient, or the administrator of the data breach, and apply remediation actions, such as encryption, quarantine, or deletion. DLP
can help an organization comply with data protection regulations, such as GDPR, HIPAA, or PCI DSS, and protect its reputation
and assets. Reference = CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition,
Chapter 2, page 78. CompTIA Security+ SY0-701 Exam Objectives, Domain 2.5, page 11.

NEW QUESTION # 634 
A company must ensure that log searches are conducted in the shortest time frame. Which of the following should the company do
to maintain logs in live storage for 90 days?

A. Apply aggregation.
B. Conduct deduplication.
C. Apply compression.
D. Conduct archiving.

Answer: A

Explanation:
The best answer is C. Apply aggregation.
In Security+ logging and monitoring concepts, log aggregation means collecting logs from multiple systems and centralizing them in
one place, often for use by a SIEM or another monitoring platform. This improves the speed and efficiency of searches because
analysts do not need to query many separate devices or locations individually. Centralized logs are much easier to index, correlate,
and search quickly.
Why the other options are not the best choice:
* A. Conduct deduplicationDeduplication reduces repeated data and may save storage space, but it is primarily a storage-efficiency
method. It does not directly provide the best improvement for fast searching across logs.
* B. Conduct archivingArchiving is used for long-term retention, but archived logs are usually moved out of readily searchable live
storage. This would not support the requirement for the shortest search time frame.
* D. Apply compressionCompression saves storage capacity, but compressed logs may require decompression or additional
processing before review. This does not best support the need for the fastest searches.
From a Security+ perspective, when the goal is rapid log review, correlation, and search performance, aggregation is the strongest
answer because it supports centralized monitoring and efficient analysis of live logs over the retention period.

NEW QUESTION # 635 
An attacker gained access to a virtual machine and was able to access the hypervisor. Which of the following describes this attack?

A. SQL injection
B. VM escape
C. Logic bomb
D. Privilege escalation

Answer: B



Explanation:
VM escape is an attack in which a malicious actor breaks out of the confines of a virtual machine to gain access to the underlying
hypervisor or other virtual machines, matching the scenario described.

NEW QUESTION # 636 
A security analyst learns that an attack vector, used as part of a recent incident, was a well-known IoT device exploit. The analyst
needs to review logs to identify the time of the initial exploit. Which of the following logs should the analyst review first?

A. NAC
B. Firewall
C. Endpoint
D. Application

Answer: C

Explanation:
Detailed Explanation:Firewall logs provide details of all network traffic, including connections to and from IoT devices. They are
typically the first source of evidence for identifying the time of an exploit. Reference:
CompTIA Security+ SY0-701 Study Guide, Domain 4: Security Operations, Section: "Log Analysis for Incident Response".

NEW QUESTION # 637 
Which of the following would be most useful in determining whether the long-term cost to transfer a risk is less than the impact of the
risk?

A. RTO
B. SLE
C. RPO
D. ARO
E. ALE

Answer: E

Explanation:
The Annual Loss Expectancy (ALE) is most useful in determining whether the long-term cost to transfer a risk is less than the impact
of the risk. ALE is calculated by multiplying the Single Loss Expectancy (SLE) by the Annualized Rate of Occurrence (ARO), which
provides an estimate of the annual expected loss due to a specific risk, making it valuable for long-term financial planning and risk
management decisions.
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