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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q91-Q96):
NEW QUESTION # 91 
Refer to the exhibit.
An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and
destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application as the
destination of the SD-WAN rule Why?

A. You must enable the feature on the CLI.
B. You must enable the feature first using the GUI menu System > Feature Visibility.
C. You cannot use applications as the destination when FortiGate is used for a DIA setup.
D. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.

Answer: B

NEW QUESTION # 92 
The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment.
Using information provided through the SD-WAN overlay template wizard, FortiManager creates templates ready to install on the
spoke and hub devices.
What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. CLI template
B. Static route template
C. IPsec tunnel template
D. BGP template
E. Rules template

Answer: C,D,E

Explanation:
Rules template # Defines the SD-WAN rules for traffic steering.
BGP template # Configures dynamic routing for overlay tunnels.
IPsec tunnel template # Builds the IPsec VPN tunnels from the spoke to the hubs.

NEW QUESTION # 93 
You want FortiGate to use SD-WAN rules to steer local-out traffic.
Which two constraints should you consider? (Choose two.)

A. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
B. By default, local-out traffic does not use SD-WAN.
C. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.
D. You must configure each local-out feature individually to use SD-WAN.

Answer: B,D

Explanation:
By default, local-out traffic does not use SD-WAN # FortiGate normally sends local-out traffic (e.g., DNS, NTP, FortiGuard
updates) directly through its interfaces without applying SD-WAN rules.
You must configure each local-out feature individually to use SD-WAN # To steer local-out traffic via SD- WAN, you must
explicitly configure the desired local-out features (e.g., DNS, FortiGuard, CAPWAP) to use SD-WAN rules.

NEW QUESTION # 94 
Which statement describes FortiGate behavior when you reference a zone in a static route?
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A. FortiGate ignores the static routes defined through members referenced in the zone.
B. FoftiGate installs ECMP static routes for the first two members of the zone.
C. FortiGate installs a static route for each member in the zone.
D. FortiGate routes the traffic through the best performing member of the zone.

Answer: C

Explanation:
When referencing a zone in a static route, FortiGate's behavior is described as:
"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the zone. This enables
ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic can be steered over any valid zone
member according to SD-WAN rules or standard routing." This mechanism is fundamental to Fortinet's implementation of SD-
WAN and simplifies large, multi- interface deployments.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q21]
FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"

NEW QUESTION # 95 
(Refer to the exhibit.
Which statement correctly describes the role of the ADVPN device in handling traffic? Choose one answer.)

A. This device is a spoke that has received a direct shortcut query from a remote spoke.
B. This device is a spoke that has received a shortcut query from a remote hub.
C. This device is a hub that has received a shortcut query from a spoke and has forwarded it to another spoke.
D. This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a shortcut.

Answer: C

Explanation:
The log messages shown in the exhibit include the following key indicators:
* processing notify type SHORTCUT_QUERY
* shortcut-query received from 192.2.0.1
* local-nat=yes, peer-nat=no
* NAT hole punching for peer at 192.2.0.1:4500
In the FCSS SD-WAN 7.6 ADVPN workflow, shortcut queries are always initiated by spokes, not hubs.
A spoke sends a shortcut query to its hub when it detects traffic destined for another spoke. The hub's role is to receive this shortcut
query and forward the discovery information toward the destination spoke, enabling the two spokes to build a direct shortcut tunnel.
The device name in the log (HUB1-VPN1) and the presence of NAT hole punching coordination clearly indicate that this device is
acting as a hub, not a spoke. Hubs do not form shortcuts themselves; instead, they facilitate shortcut establishment between spokes
by relaying discovery and negotiation information.
Option A is incorrect because a spoke does not receive shortcut queries from other spokes directly.
Option B is incorrect because the log does not indicate that the shortcut has already been established; it shows the query and
coordination phase, not completion.
Option D is incorrect because hubs do not initiate shortcut queries toward spokes.
Therefore, the correct description is that this device is a hub that has received a shortcut query from a spoke and has forwarded it to
another spoke, which corresponds to option C.

NEW QUESTION # 96
......
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