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H #13

A BIG-1P Administrator configures remote authentication and needs to make sure that users can still login even when the remote
authentication server is unavailable. Which action should the BIG-IP Administrator take in the remote authentication configuration to
meet this requirement?

A. Configure a remote role group

B. Configure a second remote user directory
C. Set partition access to "All"

D. Enable the Fallback to Local option

EM: D
T

The BIG-IP system supports various remote authentication methods like LDAP, Active Directory, and RADIUS.
* Fallback to Local:This is a specific security and availability feature within theSystem > Users > Authenticationconfiguration.
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* Redundancy:When "Fallback to Local" is enabled, the BIG-IP will first attempt to authenticate a user against the configured
remote server. If that remote server is unreachable or fails to respond, the system will then check its internall.ocal User databasefor
credentials.

* Administrative Access:This is standard practice for the "admin" or emergency accounts to ensure the system remains accessible
even if the corporate directory service (e.g., AD) is offline.

HH #14

A BIG-IP Admnistrator needs to connect a BIG-IP system to two upstream switches to provide external network resilience. The
network engineer instructs the administrator to configure interface binding with LACP. Which configuration should the administrator
use? (Choose one answer)

A. A Trunk containing an interface connected to each switch.

B. A Trunk listing the allowed VLAN IDs and MAC addresses configured on the switches.

C. A virtual server with an LACP profile and the switches' management IPs as pool members.

D. A virtual server with an LACP profile and the interfaces connected to the switches as pool members.

EfE: A

-

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

In BIG-IP architecture, link aggregation and redundancy at Layer 2 are implemented using Trunks, not virtual servers or pools.
According to BIG-IP Administration Data Plane Concepts:

Interfaces are the physical network ports on the BIG-IP device

A Trunk is a logical grouping of multiple interfaces

Trunks can be configured to use LACP (Link Aggregation Control Protocol) to:

Provide link redundancy

Increase aggregate bandwidth

Allow automatic detection of link failures

VLANS are then assigned to the trunk, not directly to individual interfaces, once aggregation is in place Correct Design for the
Scenario:

To connect BIG-IP to two upstream switches with LACP:

One physical interface from BIG-IP connects to Switch A

Another physical nterface from BIG-IP connects to Switch B

Both interfaces are placed into the same trunk

LACP is enabled on the trunk and on the switches

This configuration allows:

Traffic to continue flowing if one interface or switch fails

Proper LACP negotiation between BIG-IP and the upstream switches

Clean separation of responsibilities (Layer 2 handled by trunking, Layer 4-7 by virtual servers) Why Option D Is Correct:

A Trunk containing an interface connected to each switch is exactly how BIG-IP implements LACP-based interface binding The
trunk handles link state, load distribution, and failover at the data plane Why the Other Options Are Incorrect:

A & B - Virtual servers operate at Layers 4-7 and have nothing to do with physical link aggregation or LACP C - VLAN IDs and
MAC addresses are not configured inside a trunk definition; trunks aggregate interfaces, and VLLANSs are applied to trunks Key
Data Plane Concept Reinforced:

On BIG-IP systerms, LACP is always configured on a Trunk, which aggregates physical interfaces to provide Layer 2 resiliency and
bandwidth aggregation. Virtual servers and pools are not involved in physical interface binding.

HE #15

An organization needs to deploy an HTTP application on a BIG-IP system. The requirements specify hardware acceleration to
enhance performance, while HTTP optimization features are not required.

What type of virtual server and associated protocol profile should be used to meet these requirements? (Choose one answer)

A. Type: Standard Protocol Profile: tcp-wan-optimized

B. Type: Performance (HTTP) Protocol Profile: fasthttp
C. Type: Performance (Layer 4) Protocol Profile: fastL4
D. Type: Stateless Protocol Profile: fastL4

IEf: C



fEERA -

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

To select the correct virtual server type, an administrator must balance the need for L7 intelligence versus raw throughput and
hardware offloading;

Performance (Layer 4) Virtual Server: This type is designed for maximum speed. It uses the fastLA4 profile, which allows the BIG-1P
systemto leverage the ePVA (Embedded Packet Velocity Accelerator) hardware chip. When a Performance (LA4) virtual server is
used, the system processes packets at the network layer (L4) without looking into the application payload (L7). This fulfills the
requirement for hardware acceleration and avoids the overhead of HTTP optimization features, which are not needed in this
scenario.

Performance (HTTP) Virtual Server: While fast, this type uses the fasthttp profile to provide some L7 awareness and optimization
(like header nsertion or small-scale multiplexing). Since the requirement specifically states HTTP optimization is not required, the L4
variant is more efficient.

Standard Virtual Server: This is a full-proxy type. While it offers the most features (SSL offload, iRules, Compression), it processes
traffic primarily in the TMOS software layer (or via high-level hardware assistance), which is "slower" than the pure hardware
switching path of the Performance (L4) type.

Stateless Virtual Server: This is typically used for specific UDP/ICMP traffic where the system does not need to maintain a
connection table. It is not appropriate for standard HTTP (TCP) applications requiring persistent sessions or stateful load balancing.
By choosing Performance (Layer 4) with the fastLA4 profile, the organization ensures that the traffic is handled by the hardware
acceleration chips, providing the lowest latency and highest throughput possible for their HTTP application.

B #16
Refer to the exhibit.

The BIG-IP Admmistrator needs to avoid overloading any of the pool members with connections when they becomme active. What
should the BIG-IP Administrator configure to meet this requirement? (Choose one answer)

e A Different Ratio for each member

¢ B. Slow Ramp Tinme to the Pool

e C. Action On Service Down to Reselect
¢ D. Same Priority Group to each member

IEf#: B

it .

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

This question focuses on connection behavior when pool members transition from down to up, which is a classic data plane
consideration in BIG-IP environments.

What problem is being solved?

When a pool member:

Recovers froma failure

Is enabled after maintenance

Transitions from inactive to active

...t can suddenly receive a large burst of new connections, especially when using load-balancing methods such as Least
Connections. This sudden surge can overload the server.

Why Slow Ramp Tine is the correct solution:

Slow Ramp Time is a pool-level setting that:

Gradually increases the number of connections sent to a newly available pool member Prevents sudden spikes in traffic Allows the
server to warmup (application cache, JVM, DB connections, etc.) From BIG-IP Administration Data Plane Concepts:

Slow Ramp Time controls the rate at which BIG-IP increases load to a pool member that has just become available During the ramp
period, BIG-IP artificially increases the member's connection count, making it appear "busier" and therefore less attractive for new
connections This directly satisfies the requirement to avoid overloading pool members when they become active.

Why the Other Options Are Incorrect:

B . Different Ratio for each member

Ratios control relative distribution under normal operation

They do not prevent a sudden surge when a member becomes active

C . Action On Service Down to Reselect

Controls persistence behavior when a member goes down

Has no impact on connection ramp-up when a member comes back online

D . Same Priority Group to each member

Affects failover logic between priority groups



Does not control connection rate or ramp-up behavior

Key Data Plane Concept Reinforced:

To protect backend servers during recovery events, BIG-IP provides Slow Ramp Time, ensuring graceful reintroduction of traffic
and preventing connection storms that can occur during high-load scenarios.

HE#17
Which of'the following lists the order of preference from most preferred to least preferred when BIG-IP processes and selects a
virtual server? (Choose one answer)

¢ A Service port — Destination host address — Source host address
¢ B. Source host address — Service port — Destination host address
¢ (. Destination host address — Source host address — Service port

Ef#: C

R -

The BIG-IP system uses a specific precedence algorithm to determine which virtual server (listener) should process an incoming
packet when multiple virtual servers might match the criteria. Since BIG-IP version 11.3.0, the system evaluates three primary
factors in a fixed order of importance:

Destination Address: The system first looks for the most specific destination match. A "Host" address (mask /32) is preferred over a
"Network" address (mask /24, /16, etc.), which is preferred over a "Wildcard" (0.0.0.0/0).

Source Address: If multiple virtual servers have identical destination masks, the system then evaluates the source address criteria.
Again, a specific source host match is preferred over a source network or a wildcard source.

Service Port: Finally, if both destination and source specifications are equal, the system checks the port. A specific port match (e.g,,
80) is preferred over a wildcard port (e.g., or 0).

Following this logic, a virtual server configured with a specific destination host, a specific source host, and a specific service port
represents the highest level of specificity and thus the highest preference.
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