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HEE #37

An admmnistrator wants to continually monitor endpoints for the existence of a specific registry key and the status of a required
security service.

Which two requirements must be in place for the administrator to use FortiNAC-F compliance monitors? (Choose two.)

A. Persistent agent

B. Remediation admin scan
C. Customscan

D. MDM integration

e AC
Cr
Compliance monitors require the persistent agent to continuously evaluate endpoint conditions such as registry keys and service

status. A custom scan must be defined to specify the exact registry key and security service checks that the monitor will assess on
the endpoint.
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EE #38
Refer to the exhibits. What would happen if the highlighted port with connected hosts was placed in both the Forced Registration
and Forced Remediation port groups?
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A. Both types of enforcement would be applied

B. Only the higher ranked enforcement group would be applied.
C. Multiple enforcement groups could not contain the same port.
D. Enforcement would be applied only to rogue hosts

e B

M.

In FortiNAC-F, Port Groups are used to apply specific enforcement behaviors to switch ports.

When a port is assigned to an enforcement group, such as Forced Registration or Forced Remediation, FortiNAC-F overrides
normal policy logic to force all connected adapters into that specific state. The exhibit shows a port (IF#13) with "Multiple Hosts"
connected, which is a common scenario in environments using unmanaged switches or hubs downstream from a managed switch
port.

According to the FortiNAC-F Administrator Guide, it is possible for a single port to be a member of multiple port groups. However,
when those groups have conflicting enforcement actions--such as one group forcing a registration state and another forcing a
remediation state--FortiNAC-F utilizes a ranking system to resolve the conflict. In the FortiNAC-F GUI under Network > Port
Management > Port Groups, each group is assigned a rank. The system evaluates these ranks, and only the higher ranked
enforcement group is applied to the port. Ifa port is n both a Forced Registration group and a Forced Remediation group, the
group with the numerical priority (rank) will dictate the VLAN and access level assigned to all hosts on that port.

This mechanism ensures consistent behavior across the fabric. If the ranking determines that

"Forced Registration” is higher priority, then even a known host that is failing a compliance scan (which would normally trigger
Remediation) will be held in the Registration VLAN because the port-level enforcement takes precedence based on its rank.

"A port can be a member of mutltiple groups. If more than one group has an enforcement assigned, the group with the highest rank
(lowest numerical value) is used to determine the enforcement for the port. When a port is placed in a group with an enforcement,
that enforcement is applied to all hosts connected to that port, regardless of the host's current state."

EE #39
‘What must an administrator configure to allow FortiNAC-F to process incoming syslog messages that are not supported by default?

e A. A Log Receiver
¢ B. A Syslog Service Connector
e C. A Security Event Parser



e D. A Security Action
¥e: C

Y.

FortiNAC-F provides a robust engine for processing security notifications from third-party devices.

For standard integrations, such as FortiGate or Check Point, the system comes pre-loaded with templates to interpret incoming
data. However, when an administrator needs FortiNAC-F to process syslog messages from a vendor or device that is not
supported by default, they must configure a Security Event Parser.

The Security Event Parser acts as the translation layer. It uses regular expressions (Regex) or specific field mappings to identify key
data points within a raw syslog string, such as the source IP address, the threat type, and the severity. Without a parser, FortiNAC-
F may receive the syslog message but will be unable to "understand" its contents, meaning it cannot generate the necessary Security
Event required to trigger autormated responses. Once a parser is created, the system can extract the host's IP address from the
message, resolve it to a MAC address via L3 polling, and then apply the appropriate security rules. This allows for the integration of
any security appliance capable of sending RFC-compliant syslog messages.

"FortiNAC parses the information based on pre-defined security event parsers stored in FortiNAC's database... If the incoming
message format is not recognized, a new Security Event Parser must be created to define how the system should extract data fields
from the raw syslog message. This enables FortiNAC to generate a security event and take action based on the alarm configuration."

EE #40
An organization has FortiNAC-F deployed and is using layer 3 isolation networks across muiltiple sites with firewalls.
At a mmimum, which three protocols must be allowed between the isolation networks and FortiNAC-F? (Choose three.)

A. DNS

B. DDNS

C. HTTP/HTTPS
D. DHCP

E. NTP

HY: ACD

HE:

DHCP nwst be allowed so endpoints in the isolation network can obtain an IP address. DNS must be permitted so isolated hosts
can resolve the FortiNAC-F hostname or required resources.

HTTP/HTTPS nust be allowed to enable redirection and comnumnication with the FortiNAC-F captive portal for registration and
authentication.

A2 #41
When configuring FortiNAC-F to manage FortiGate VPN users, an endpoint compliance policy must be created for the integration.
Why is the endpoint compliance policy necessary for this type of integration?

A. To validate the VPN client being used

B. To confirm the installed endpoint certificate
C. To validate the VPN user credentials

D. To designate the required agent type

He:. D

Y.

The integration of FortiNAC-F with FortiGate VPN requires a specific policy workflow to bridge the gap between initial user
authentication and full network access. When a user connects to the VPN, the FortiGate typically provides the User ID and IP
address, but FortiNAC-F requires a MAC address to uniquely identify and manage the endpoint's record.

According to the FortiGate VPN Integration Guide, the Endpoint Conpliance Policy is a mandatory component of this setup
because it is used to designate the required agent type.

Because a VPN connection is Layer 3, FortiNAC cannot "see" the MAC address through traditional SNMP or L2 polling. The
compliance policy instructs the system to present a Captive Portal to the remote user, requiring them to download and run either the
Persistent or Dissolvable Agent. The agent then reports the device's MAC address back to FortiNAC, allowing the system to
correlate the VPN session with a host record.

Once the agent is running and the MAC is known, FortiNAC-F can evaluate the device's security posture (if scanning is configured)



and send the necessary FSSO tags back to the FortiGate to lift the initial network restrictions. Without the compliance policy to
enforce the agent requirement, the connection would remain in an isolated "TP-only" state with no unique hardware identity.

"The Endpoint Compliance Policy is necessary to control the agent requirement for VPN users.

Create a default VPN Endpoint Compliance Policy to distribute an agent via captive portal for isolated machines. This policy allows
the admmnistrator to designate the required agent type (Persistent or Dissolvable) that will be used to collect the hardware (MAC)
address and perform health scans on the remote endpoint."
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