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Q61):

NEW QUESTION # 56

A FortiManager administrator has moved a FortiGate device to a new ADOM, but they cannot see the policy or object

configurations for that FortiGate.

‘What should the administrator do to see the policy or object configurations?

Answer: A

Explanation:

When a FortiGate device is moved from its original ADOM (Source ADOM) to a new ADOM (Target ADOM), only the Device

A. Tmport the policy package manually using the Import Configuration wizard.
B. Use ADOM shared objects to restore all missing data.

C. Reset the device and add it to the new ADOM again.

D. Use ADOM sync to restore the missing configurations.

Database (the device's running configuration) moves with it.

The Policy Package and the Policy/Object configurations are not automatically transferred because they are considered part of the

Source ADOM's specific policy logic.

NEW QUESTION # 57

Refer to the exhibit. What will happen if the script is run using the Device Database option?

(Choose two.)

FortiManager Ept RTINET

Create New Script

Script Name

Comments

Type
Run script on

Script details

Advanced Device Filters >

CLI Script

Device Database

Routing

Qa + %

config mouter prefix-list
edit™public
config rule

| edit 1

set prefix 0.0.0.9/0
set action permit
next

edit 2

set prefix 8.8.8.8/32
set action deny

end

Revert All Changes




A. You must install these changes using the Install Wizard to a managed device.

B. The successful execution of a script on the Device Database will create a new revision history.
C. The Device Settings Status will be tagged as Modified.

D. The script history will show successful installation of the script on the remote FortiGate.

Answer: A,C

Explanation:

Once scripts are run on the device database, you can then install the changes on a managed device using the installation wizard.
Since the script changed the device settings in FortiManager, the Config Status shows "Modified" and needs to be installed with
Installation Wizard.

NEW QUESTION # 58
Push updates are failing on a FortiGate device located behind a network address translation (NAT) device?
Which two settings should the admmistrator check to correct this problem? (Choose two.)

e A. Make sure FortiGuard updates and web service are enabled on the FortiGuard service interface.

B. Make sure the NAT device IP address and the correct ports are configured on FortiManager.

C. Make sure the Bind to IP address option on the FortiGuard service interface is set to the virtual IP address from the NAT
device.

¢ D. Make sure the virtual [P address and the correct ports are configured on the NAT device.

Answer: B,D

Explanation:

FortiManager must have the NAT device's IP address and correct ports configured to communicate properly with the FortiGate
behind NAT.

The NAT device must have the correct virtual IP address and ports configured to allow push updates to reach the FortiGate device.

NEW QUESTION # 59
Refer to the exhibit. What can you conclude from the downloaded import report?

Start to import config from deviCé(Re 8-FortiGate) Ydom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

"firewall address",FAIL,"(name=REMOTE_SUBNET, oid=2311,
reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

e A. FortiManager will change the configuration of REMOTE SUBNET to match the interface mapping coming in from
Remote-FortiGate.

e B. As a result of this policy import process, FortiManager will create a new firewall address called REMOTE SUBNET in
the ADOM database.

e C. FortiManager does not support per-device mapping for firewall addresses.

e D. The admnistrator will see a new policy package named Remote-FortiGate root in the FortiManager ADOM database.

Answer: D

Explanation:



The import report shows that a new policy package named Remote-FortiGate root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 60

Refer to the exhibits. An administrator must replace the source LAN interface in policy ID 2 on their FortiGateRugged- 70F.
However, when they try to install the policy package, they receive the error shown in the exhibit.

‘What should the administrator do to resolve the error?

Installation log

View Install Log

Copy device global objects

validation error on firewall policy 2 in policy package "HQ-NGFW-17, By dynamic interface check

F::RTINE

error 42 - entry nct exist. detail: Dynamic interface "LAN" mapping undefined for device HQ-NGFW-1

Vdom copy failed:

Copy objects for vdom root

Normalized interface

= installWizard ~  @5ADOM Revisions @@ Tools »

[ ey ) o r y
+ Create New ] 2% Collapse Al 2 Morew | | {3 Full Screen

O Namecs@ Mapping Rule ¢ Mapped Interface/Zone ¢  Description %
O a0uwN
(| Default LAN

Normalized Interface a &[] lan added by creating a

s a Per-platform (FortiGateRugged-70F) lan added by creating a
a Per-platform (FortiGateRugged-70F-3G4G)  lan added by creating a«
O ea0lan added by creating a«
a Per-platform (FortiGate-40F) lan1 added by creating a
a Perplatform (FortiGate 40F-3GAG) lan1 added by creating a
O Pec-platform (FortiGateRugged-70F) lan1 added by creating a«

Per-platform (FortiGateRugged-70F-3G4G)  lanl added by creating as

E T Per-platform (FortiWiFi-40F) lan1 added by creating a«
0O Per-platform (FortiWiFi-40F-3G4G) lani added by creating as
0O 80hn2 added by creating a:
O Per-platiorm (FortiGate-40F) lan2 added by creating a
O Per-platform (FortiGate-40F-3G4G) lan2 added by creating ai
a Per-platform (FortiGateRugged-70F) lan2 added by creating a
a Per-platform (FortiGateRugged-70F-3G4G)  lan2 added by creating ai
O Per-platform (FortiwiFi-40F) lan2 added by creating a
[m] Per-platform (FortiWiFi-40F-3G4G) lan2 added by creating ar




Firewall policy package
CINES Name From To Saurce Destinationn Schedule Security Prafiles
=) default
3 |a Internet DO oortd O port2 & Infernal 2all [8 always no-inspection |,
default
) §2 FMG Administration CLAN Cporté Qall @& VIP-FMG [@ always no-inspection
|8 Internal FMG access O port4 ™ norté Qall & all [3 always no-incpection ||
0O |4 FMG outside access O porté O port2 & HQ-FMG-1 Qall (8 always no-inspection |
L ——
I |
¢ A. Use a metadata variable to dynamically assign an interface when this error occurs.
¢ B. Create a perOdevice mapping for the LAN interface.
¢ (. Replace LAN with lanl, which is supported by FortiGateRugged-70F models.
e D. Use the API to assign a system template interface forFortiGateRugged-70F model.
Answer: B
Explanation:

The installation error clearly states that the dynamic interface mapping for "LAN" is undefined for device HQ-NGFW-1 (a
FortiGateRugged-70F). In the "Normalized Interface" view, "LAN" is a normalized name, but FortiGateRugged-70F uses "lanl" as
the actual interface. To resolve the conflict, the administrator must create a per-device mapping linking the normalized interface
"LAN" to "lanl" for the FortiGateRugged-70F device. This allows FortiManager to properly translate the interface name during
policy installation.

NEW QUESTION # 61
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