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H #22
What are the two responsibilities of a Google Cloud customer in terms of security? (Choose two.)

A. The Google Cloud customer is responsible for securing operating systems and applications.
B. The Google Cloud customer is responsible for securing the computing resources.

C. The Google Cloud customer is responsible for securing network traffic.

D. The Google Cloud customer is responsible for securing cloud storage infrastructure.
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fiE it
Customers manage security for their data, applications, operating systenrs, and network configurations, while Google secures the
underlying cloud infrastructure.

B #23

You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Configure Google Cloud IAM to limit Windows administrator access.
B. Change the proxy load balancer to an application load balancer.

C. Implement a web application firewall.

D. Assign firewall rules to the compute engine instance.

IE%: A\ D

fiE L.
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

B #24
Refer to the exhibit.

Diagnose output

passive # diagnose debug application gcpd =1
passive # diagnose debug enable

passive # HA event

eip cluster-ip-vpm(34.68.13.24) is attached in remote instance: us-centrall-c/fgt=ypm, should be moved to local
[pid 9ee@]: failover eip: cluster-ip-vpm(34.68.13.24)

[pid 9@@@]: get nics info for instance fgt-vpm

[pid 9000]: get instance nic: nic@, 172.16.8.2, vpc-vpm, accessConfig(external-nat), eip(34.68.13.24), tier(PREMIUM)
[pid 9000]: get instance nic: nicl, 172.16.1.2, vpc2-vpm

[pid 90@@]): get instance nic: nic2, 172.16.2.2, vpc3-vpm, -a€cessConfiglexternal-nat), eip(34.66.4.139), tier(PREMIUM)
[pid 9000]: nicd of instance fgt-vpm is using eip 34.68.13.24

[pid 9000]: remove eip 34.68.13.24 from instance fgt-vpm(ficey.

gcpd checking route: internal-route-vpm

failover route: internal-route-vpm, move né€xt hop from 172.16.1.2 to 172.16.1.3

[pid 9@04): failover route: internal-foute-vpm

[pid 9004]): remove route internal=route~vpm“on next hop 172.16.1.2

gcpd checking forwardrule: fgt=forwarding-rule

failover forwardrule: fgt-forwardiag-rule, move target from fgt-target-vpm to fgt-target2-vpm

[pid 90086): failover forwardrulet . fgt-forwarding-rule

[pid 9@@6]: set target forwardrule fgt-forwarding-rule point to target instance fgt-target2-vpm

[pid 9@@84]: route internal-route-vpm is updated to next hop 172.16.1.3 successfully.

[pid 90@0]: attach eip 34.68.13.24 to instance fgt-2-vpm(nic®).

[pid 9@08): eip cluster-ip-vpm(34.68.13.24) is attached to local successfully.

[pid 90@6]: forwardrule fgt-forwarding-rule is updated to next hop fgt-target2-vpm successfully.

==== gcpd ha failover exit ====

An administrator is troubleshooting an issue when a high-availability (HA) failover occurs.
‘Which conclusion can you draw from the debug output?

A. The HA cluster is accessible using HTTPS on 34.68.13.24 and 34.66.4.139.

B. The health check has successfully updated the internal custom route to forward all internal traffic to
172.16.1.3.

C. Both cluster members are located in the same zone.

D. The HA cluster is deployed using the software-defined network (SDN) connector.

Ef#: B
i

The debug output shows the internal route being updated and moved to the new next hop (172.16.1.3), indicating the health check
and failover process successfully redirected internal traffic to the active HA node.
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Refer to the exhibit.
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An admmnistrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.

One VM is a FortiGate located in the subnet "wan" that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also in the "e-commerce" VPC.

What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. The default Google Cloud firewall policy does not allow this traffic.

B. Add a Google Cloud firewall rule to allow ICMP traffic mbound to the Windows firewall VM.
C. ICMP traffic is blocked between Google Cloud subnets by default.

D. The Windows firewall is blocking the traffic.

Ef#: B. D

fEE R

Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow ICMP inbound traffic to
the Windows VM.

The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

B #26
Refer to the exhibit.
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Which action must the admimnistrator take to route traffic from VPC B to VPC A?

A. The administrator must configure a customroute in VPC B and pomnt the gateway to the VPC peering service.
B. The administrator must create a new VPC peering connection between VPC A and VPC B.

C. The administrative must configure a custom route in VPC B and point the gateway to VPC A.

D. The administrator must deploy a FortiGate VM with at least three network interfaces.

Ef#: D
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Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network mterfaces can act as a firewall/router to manage traffic between
the three VPCs.
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