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The security team of Debry Inc. decided to upgrade Wi-Fi security to thwart attacks such as dictionary attacks and key recovery
attacks. For this purpose, the security team started implementing cutting-edge technology that uses a modern key establishment
protocol called the simultaneous authentication of equals (SAE), also known as dragonfly key exchange, which replaces the PSK
concept. What is the Wi-Fi encryption technology implemented by Debry Inc.?

A. WPA
B. WPA2
C. WPA3
D. WEP

Answer: C

NEW QUESTION # 525

You are the chief security officer at AlphaTech, a tech company that specializes in data storage solutions.

Your company is developing a new cloud storage platform where users can store their personal files. To ensure data security, the
development team is proposing to use symimetric encryption for data at rest.

However, they are unsure of how to securely manage and distribute the symmetric keys to users. Which of the following strategies
would you recommend to them?

A. Use hash functions to distribute the keys.

B. implement the Diffie- Hellman protocol for secure key exchange.
C. Use digital signatures to encrypt the symmetric keys.

D. Use HTTPS protocol for secure key transfer.

Answer: D

Explanation:

Symmetric encryption is a method of encrypting and decrypting data using the same secret key. Symmetric encryption is fast and
efficient, but it requires a secure way of managing and distributing the keys to the users who need them. Ifthe keys are
compromised, the data is no longer secure.

One of the strategies to securely manage and distribute symmetric keys is to use HTTPS protocol for secure key transfer. HTTPS is
a protocol that uses SSI/TLS to encrypt the commumication between a client and a server over the Internet. HTTPS can protect the
symmetric keys from being intercepted or modified by an attacker during the key transfer process. HTTPS can also authenticate the
server and the client using certificates, ensuring that the keys are sent to and received by the intended parties.

To use HTTPS protocol for secure key transfer, the development team needs to implement the following steps1:

Generate a symmetric key for each user who wants to store therr files on the cloud storage platform. The symmetric key will be used
to encrypt and decrypt the user's files.

Generate a certificate for the cloud storage server. The certificate will contain the server's public key and other information, such as
the server's domain name, the issuer, and the validity period. The certificate will be signed by a trusted certificate authority (CA),
which is a third-party entity that verifies the identity and legitimacy of the server.

Install the certificate on the cloud storage server and configure the server to use HTTPS protocol for communication.

When a user wants to upload or download therr files, the user's client (such as a web browser or an app) will initiate a HTTPS
connection with the cloud storage server. The client will verify the server's certificate and establish a secure session with the server
using SSI/TLS. The client and the server will negotiate a session key, which is a temporary symmetric key that will be used to
encrypt the data exchanged during the session.

The cloud storage server will send the user's symmetric key to the user's client, encrypted with the session key. The user's client will
decrypt the symimetric key with the session key and use it to encrypt or decrypt the user's files.

The user’s client will store the symmetric key securely on the user's device, such as in a password-protected file or a hardware
token. The user's client will also delete the session key after the session is over.

Using HTTPS protocol for secure key transfer can ensure that the symmetric keys are protected from eavesdropping, tampering, or
spoofing attacks. However, this strategy also has some challenges and limitations, such as:

The development team needs to obtain and maintain valid certificates for the cloud storage server froma trusted CA, which might
ncur costs and administrative overhead.

The users need to trust the CA that issued the certificates for the cloud storage server and verify the certificates before accepting
them.

The users need to protect their symmetric keys from being lost, stolen, or corrupted on their devices. The development team needs
to provide a mechanism for key backup, recovery, or revocation in case of such events.

The users need to update their symmetric keys periodically to prevent key exhaustion or reuse attacks. The development team needs
to provide a mechanism for key rotation or renewal in a secure and efficient manner.
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NEW QUESTION # 526

The network in ABC company is using the network address 192.168.1.64 with mask 255.255.255.192. In the network the servers
are in the addresses 192.168.1.122, 192.168.1.123 and 192.168.1.124. An attacker is trying to find those servers but he cannot
see themin his scanning, The command he is using is: nmap

192.168.1.64/28.

Why he cannot see the servers?

A. He needs to change the address to 192.168.1.0 with the same mask

B. He is scanning from 192.168.1.64 to 192.168.1.78 because of the mask /28 and the servers are not in that range
C. The network nmust be dawn and the nmap command and IP address are ok

D. He needs to add the command "™ip address™ just before the [P address

Answer: B

Explanation:

httpsz/en.wikipedia.org/wiki/Subnetwork

This is a fairly simple question. You must to understand what a subnet mask is and how it works.

A subnetwork or subnet is a logical subdivision of an IP network. The practice of dividing a network into two or more networks is
called subnetting,

Computers that belong to the same subnet are addressed with an identical most-significant bit-group in their [P addresses. This
results in the logical division of an IP address into two fields: the network number or routing prefix and the rest field or host identifier.
The rest field is an identifier for a specific host or network interface.

The routing prefix may be expressed in Classless Inter-Domain Routing (CIDR) notation written as the first address of a network,
followed by a slash character (/), and ending with the bit-length of the prefix. For exanple, 198.51.100.0/24 is the prefix of the
Internet Protocol version 4 network starting at the given address, having 24 bits allocated for the network prefix, and the remaining 8
bits reserved for host addressing,

Addresses in the range 198.51.100.0 to 198.51.100.255 belong to this network. The IPv6 address specification

2001:db8:/32 is a large address block with 296 addresses, having a 32-bit routing prefix.

For IPv4, a network may also be characterized by its subnet mask or netmask, which is the bitmask that when applied by a bitwise
AND operation to any [P address in the network, yields the routing prefix. Subnet masks are also expressed in dot-decimal notation
like an address. For example, 255.255.255.0 is the subnet mask for the prefix 198.51.100.0/24.
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NEW QUESTION # 527

During a security assessment of an internal network, a penetration tester discovers that UDP port 123 is open, indicating that the
NTP service is active. The tester wants to enumerate NTP peers, check synchronization status, offset, and stratum levels. Which

command

should the tester use?

A. ntpq
B. ntpdc
C. ntpdate
D. ntptrace

Answer: A

Explanation:



The ntpq utility provides detailed NTP peer information, synchronization states, offsets, delays, and strata.
CEH specifically lists ntpq as the tool for querying NTP daemon status and enumerating peer relationships, making it essential for
reconnaissance and lateral movement mapping,

NEW QUESTION # 528
Which information CANNOT be directly obtained from DNS interrogation?

A. Usernames and passwords

B. Subdomains of the organization
C. Server geolocation (via IPs)

D. IP addresses of mail servers

Answer: A

Explanation:

DNS interrogation is a core passive and semi-active reconnaissance technique described in CEH v13 Reconnaissance Techniques.
It allows ethical hackers to gather publicly available information about a target' s domain infrastructure.

Through DNS queries, testers can retrieve:

* Subdomains (via zone transfers, brute force, or DNS records)

* Mail server IP addresses (via MX records)

* Server IP addresses, which can then be mapped to approximate geographic locations However, DNS does not store
authentication credentials such as usernames and passwords. That information resides in authentication systens like Active
Directory, LDAP, or application databases, not DNS.

Therefore, Option A is the only choice that cannot be obtained via DNS iterrogation. CEH v13 clearly distinguishes between
naming infrastructure data and credential-based nformation, reinforcing why DNS enumeration cannot reveal user credentials.
Thus, Option A is correct.

NEW QUESTION # 529
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