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i =8 #1048
Which of the following controls is the BEST recommendation to prevent the skimming of debit or credit card data in point of sale
(POS) systems?

A. Hashing

B. Biometric authentication
C. Chip and PIN

D. Encryption

ZR: C

PR #1049
An organization uses a web server hosting critical applications. Which of the following would represent the HIGHEST risk regarding
the availability and integrity of the web server?
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A. Placing the web server in the DMZ

B. Inadequate rotation of backups

C. Not applying program fixes on a regular basis
D. Not disabling the server s external drives

BER: A

i =8 #1050
‘Which of'the following would be considered a corrective control when designing the security of a data center?

A. Security guards
B. Closed-circutt television (CCTV)

C. Fire extinguisher

D. Perineter fence

ER: C

R #1051
Iptables is based on which of the following frameworks?

A. None of the choices.
B. NetSecure

C. Netfilter

D. NetCheck

E. NetDoom

ZX: C

fE AR A«

Section: Protection of Information Assets

Explanation:

ipchains is a free software based firewall running on earlier Linux. It is a rewrite of ipfivadmbut is
superseded by iptables in Linux 2.4 and above.

Iptables controls the packet filtering and NAT components within the Linux kernel. It is based on Netfilter, a
framework which provides a set of hooks within the Linux kernel for intercepting and manipulating network
packets.

FIRE #1052
Which of'the following will prevent dangling tuples in a database?

A. Cyclic integrity

B. Relational integrity
C. Domain integrity

D. Referential integrity

ZE: D

fE R A -

Referential integrity ensures that a foreign key in one table will equal null or the value of a primary in the other table. For every tuple
in a table having a referenced/foreign key, there should be a corresponding tuple in another table, i.e., forexistence of all foreign keys
in the original tables, if this condition is not satisfied, then it results in a dangling tuple. Cyclical checking is the control technique for
the regular checking of accumulated data on a file against authorized sourcedocumentation. There is no cyclical integrity testing,
Domain integrity testing ensures that a data item has a legitimate value in the correct range or set. Relational integrity is performed at
the record level and is ensured by calculating and verifying specific fields.

P8 #1053
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