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CompTIA SecAl+ Certification Exam Sample Questions (Q74-Q79):

NEW QUESTION # 74
‘When should containment occur during the incident response lifecycle?

A. Before eradication

B. After lessons learned

C. Before identification

D. Immediately after recovery

Answer: A

Explanation:
Contamnment follows identification and precedes eradication.

NEW QUESTION # 75
An Al security team must assess the probability of an attack on its new system and the impact associated with such an attack. Which
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of the following threat-modeling resources best addresses the threat landscape for machine learning (ML)?

A. Massachusetts Institute of Technology (MIT) risk repository

B. MITRE Adversarial Threat Landscape for Al Systers (ATLAS)
C. Open Worldwide Application Security Project (OWASP)

D. Common Vulnerabilities and Exposures (CVE) Al working group

Answer: B

Explanation:

MITRE ATLAS is specifically designed to capture adversarial tactics, techniques, and procedures (TTPs) targeting machine learning
systemns. It helps organizations assess both the probability and impact of AI/ML-related attacks, making it the most relevant threat-
modeling resource.

NEW QUESTION # 76

An internal user enters a client credit card number into an internal generative machine learning (ML) model:

#User pronpt: Customer Jane Doe has a new credit card that she wants to add to her account. The number is 5555-5555-5555-
5555 Which of the following is the most effective way to prevent prompt injection attacks against a large language model (LLM)?

A. Guardrails

B. Role-based access control

C. Antivirus

D. Web application firewall (WAF)

Answer: A

Explanation:

Guardrails are the primary security control for LLMs to prevent prompt injection attacks. They enforce rules on what inputs are
accepted and how the model responds, blocking malicious or sensitive prompts (such as credit card numbers) before they can
manipulate or exploit the model.

NEW QUESTION # 77

A financial organization implements a new Al-based fraud detection system to flag suspicious transactions. A security analyst
discovers that it occasionally blocks legitimate transactions.

Which of'the following is the best recommendation?

A. Retaining the model with more data and recent transaction patterns

B. Rolling back the model and using a traditional fraud detection system

C. Encrypting all the data processed by Al and applying further access controls
D. Implementing Al token usage and rate limits

Answer: A

Explanation:

False positives occur when the Al model lacks sufficient or representative training data.

Retraining the model with more diverse and recent transaction patterns improves accuracy, reducing the chance of legitimate
transactions being incorrectly flagged.

NEW QUESTION # 78
‘Which techniques belong to the MITRE ATT&CK Command-and-Control phase? (Choose two.)

A. Initial access

B. Beaconing

C. Credential dumping
D. Covert channels

E. Registry modification

Answer: B,D



Explanation:
Beaconing and covert channels maintain communication with the attacker.

NEW QUESTION # 79
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