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NVIDIA AI Operations 2 & NCP-AIO B (Q11-Q16):

R #11

A data scientist has provided you with a Jupyter Notebook running inside an NGC container. This notebook relies on a large dataset
stored in an object storage service (e.g., AWS S3, Google Cloud Storage). What's the most efficient and secure way to provide the
notebook access to this data without embedding credentials directly into the notebook or container image?

A. Create a custom Docker image that includes the object storage SDK and hardcodes the credentials.

B. Use environment variables to pass the object storage credentials to the container.

C. Utilize Kubernetes Secrets to store the object storage credentials and mount them as files into the container.

D. Leverage Identity and Access Management (IAM) roles or Service Accounts associated with the Kubernetes cluster to
grant the container access to the object storage.

¢ E. Mount the object storage as a network drive on the host system and then mount this drive into the container.

IEf#: C. D
fEERH -

C and E are the most secure and efficient. Kubernetes Secrets allow for secure storage and management of sensitive data, which can
be mounted into the container as files. Leveraging IAM roles or Service Accounts allows the container to inherit permissions from
the Kubernetes cluster, elimnating the need for explicit credentials. Option B is less secure as environment variables can be easily
exposed. Option A can introduce performance bottlenecks. Option D is highly discouraged due to security risks and lack of
flexibility.

H #12

Your BCM pipeline uses a custom CUDA kermnel. After upgrading the NVIDIA driver, the kernel fails to compile with an obscure
error.

What is the MOST likely cause and how do you resolve it?

e A The driver upgrade corrupted the CUDA runtime. Reinstall the CUDA toolkit.
e B.AandD
e C. The customkernel has a bug, Debug the kernel using cuda-gdb.


https://www.topexam.jp/NCP-AIO_shiken.html
https://www.goshiken.com/NVIDIA/NCP-AIO-free-shiken.html

e D. The new driver introduced a change in CUDAAPI. Update the kernel code to reflect the API change.
¢ E. The CUDA toolkit version is incompatible with the new driver. Recompile the kernel with a compatible toolkit.

IEf#: B

BN -
Driver upgrades can infroduce CUDA toolkit incompatibilities or changes in the CUDAAPI that necessitate recompilation or code
modification.

HM #13
You are designing storage for an Al model that perforns real-time object detection on streaming video. Which of the following
storage characteristics are most important?

A. High sustained write throughput for incoming video streamns.
B. Low latency for accessing video frames during inference.

C. Large capacity for long-term video archival.

D. Data deduplication for minimizing storage costs.

E. Support for cold storage.

IE%: A\ B

AR -

Real-time object detection requires both the ability to ngest incoming video streams quickly (high write throughput) and access
frames with minimal delay (low latency) for nference. Long-term archival and deduplication are less critical for real-time
performance. Cold storage is not relevant in the operational data flow.

HM #14

Your organization is running multiple Al models on a single A100 GPU using MIG in a multi-tenant environment. One of the tenants
reports a performance issue, but you notice that other tenants are unaffected.

What feature of MIG ensures that one tenant's workload does not impact others?

A. Dynamic resource allocation based on workload demand.

B. Shared memory access across all instances.

C. Hardware-level isolation of memory, cache, and compute resources for each instance.
D. Automatic scaling of nstances based on workload size.

EfE: C

fiR i«

Comprehensive and Detailed Explanation From Exact Extract:

NVIDIA's Multi-Instance GPU (MIG) technology provideshardware-level isolationof critical GPU resources such as memory,
cache, and compute units for each GPU instance. This ensures that workloads running in one instance are fully isolated and cannot
mnterfere with the performance of workloads in other instances, supporting multi-tenancy without contention.

A #15

Youneed to configure network settings for your Fleet Command deployment. You want to ensure that edge devices can only
communicate with the Fleet Command server over a specific port and protocol for security reasons. Which of the following
configurations is the MOST appropriate?

e A Configure a firewall on the edge devices and the Fleet Command server to allow communication only on the designated
port and protocol (e.g., HTTPS on port 443),

B. Open all ports on the edge devices and the Fleet Command server to allow unrestricted communication.

C. Rely on the default network settings provided by the operating system.

D. Disable all network access on the edge devices except for SSH.

E. Configure a VPN for all communication, even local communication.

EfE: A



R -

A firewall provides the necessary security by restricting communication to only the required port and protocol. Opening all ports (A)
is insecure. Disabling network access (C) prevents functionality. Relying on defaults (D) is insufficient. VPN is not needed for local
commumnication and overcomplicated. (E)
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