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¢ Search and Investigation Tools: This domain covers analyzing file and process metadata, using Investigate
hEY 71 Module tools, performing various searches, and interpreting dashboard results.
¢ Hunting Methodology: This domain covers conducting active hunts, performing outlier analysis, testing
FEY 72

hunting hypotheses, constructing queries, and investigating process trees.

o ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE

FEwy 23 ATT&CK Framework to model threat actor behaviors and communicate findings to non-technical
audiences.
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B #47
‘Which of the following Event Search queries would only find the DNS lookups to the domain: www randomdomain com?

e A event simpleName=DnsRequest DomainName=www randomdomain com

¢ B.event simpleName=DnsRequest DomainName=randomdomain com ComputerName=localhost
¢ C. ComputerName=localhost DnsRequest "randomdomain com'"

¢ D. Dns=randomdomain com

Ef: A

fERL:
This Event Search query would only find the DNS lookups to the domain www randomdomain com, as it specifies the exact event
type and domain name to match. The other queries would either find other events or domains that are not relevant to the question.

EH #48
While you're reviewing Unresolved Detections in the Host Search page, you notice the User Name colunmn contains "hostnameS "

What does this User Name indicate?

e A. The User Nane is not relevant for the dashboard

e B. There is no User Name associated with the event

e C. The User Name is a System User

e D. The Falcon sensor could not determine the User Name

IEf#: B

fiR .-

When you see "hostnameS" in the User Name column in the Host Search page, it means that there is no User Name associated with
the event. This can happen when the event is related to a system process or service that does not have a user context. It does not
mean that the User Name is a System User, that the User Name is not relevant for the dashboard, or that the Falcon sensor could
not determine the User Name.

R #49
‘When exporting the results of the following event search, what data is saved in the exported file (assuming Verbose Mode)?
event_simpleName=*Written | stats count by ComputerName

A. The results of the Statistics tab

B. No data Results can only be exported when the "table" command is used
C. All events in the Events tab

D. The text of the query

EfE: A

A -
‘When exporting the results of an event search, the data that is saved in the exported file depends on the mode and the tab that is
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selected. In this case, the mode is Verbose and the tab is Statistics, as indicated by the stats command. Therefore, the data that is
saved in the exported file is the results of the Statistics tab, which shows the count of events by ComputerName. The text of the
query, all events in the Events tab, and no data are not correct answers.

H #50
SPL (Splunk) eval statements can be used to convert Unix times (Epoch) into UTC readable time Which eval function is correct
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