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A2 #69
A company uses Amazon Simple Queue Service (Amazon SQS) to decouple its microservices architecture. Some messages in an

SQS queue contain sensitive nformation. A developer must implement a solution that encrypts all the data at rest.
Which solution will meet this requirement?

e A, Enable server-side encryption for the SQS queue by using an SQS managed encryption key (SSE-SQS).

e B. Use AWS Certificate Manager (ACM) to generate an SSL/TLS certificate. Reference the certificate when messages are
sent to the queue.

e (. Set a message attribute in the SQS SendMessage request for messages that are sent to the queue. Set the Name to
ENCRYPT. Set the Value to TRUE.

e D. Use the aws:SecureTransport condition in the queue policy to ensure that only HTTPS (TLS) is used for all requests to the
SQS queue.
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EE#70

A company is using an AWS Lambda function to process records from an Amazon Kinesis data stream. The company recently
observed slow processing of the records. A developer notices that the iterator age metric for the function is increasing and that the
Lambda run duration is constantly above normal.

Which actions should the developer take to increase the processing speed? (Choose two.)

A. Decrease the number of shards of the Kinesis data stream.

B. Decrease the timeout of the Lambda function.

C. Increase the timeout of the Lambda function.

D. Increase the memory that is allocated to the Lambda function.
E. Increase the number of shards of'the Kinesis data stream.
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https:/aws.amazon.conypremiunmsupport/knowledge-center/lambda-iterator-age/

HE#T

A company is running a custom application on a set of on-premises Linux servers that are accessed using Amazon API Gateway.
AWS X-Ray tracing has been enabled on the API test stage.

How can a developer enable X-Ray tracing on the on-premises servers with the LEAST amount of configuration?

¢ A. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTelemetryRecords API call

¢ B. Capture incoming requests on-premises and configure an AWS Lambda function to pull, process, and relay relevant data
to X-Ray using the PutTraceSegments API call

¢ C. Install and run the X-Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service.

¢ D. Install and run the X-Ray SDK on the on-premises servers to capture and relay the data to the X-Ray service.

HE. C

ME:

Explanation

The X-Ray daemon is a software that collects trace data from the X-Ray SDK and relays it to the X-Ray service. The X-Ray
daemon can run on any platform that supports Go, including Linux, Windows, and macOS. The developer can install and run the X-
Ray daemon on the on-premises servers to capture and relay the data to the X-Ray service with minimal configuration. The X-Ray
SDK is used to instrument the application code, not to capture and relay data. The Lambda function solutions are more complex and
require additional configuration.

References:

[AWS X-Ray concepts - AWS X-Ray]

[Setting up AWS X-Ray - AWS X-Ray]

EE#72

A conpany's development team uses an SSH key pair to copy files among a large fleet of development servers. The SSH key pair
has been compromised. A developer has generated a replacement key pair. The company has deployed the AWS Systens
Manager Agent (SSM Agent) and the Amazon CloudWatch agent on all of the development servers.

The developer needs a solution to distribute the new key to all the Linux servers.

‘Which solution will meet these requirements in the MOST operationally efficient way?

e A Upload the new SSH key pair to AWS Systems Manager Parameter Store. Make each key a new parameter. Grant the
team members permissions to download the parameters into the appropriate directory of each server.

e B. Upload the new SSH key pair to AWS Secrets Manager as a new secret. Grant the team members permissions to
download the secret into the appropriate directory of each server.



e C. Create an Amazon S3 bucket. Store the public key in the root of the S3 bucket. Log in to each server.
Copy the private key from the S3 bucket to the appropriate directory of each server.

e D. Create an Amazon S3 bucket. Store the public key in the root of the S3 bucket. Create a script to copy the private key
fromthe S3 bucket to the appropriate directory of each server. Use Systens Manager Run Command to run the script on all
Linux servers.

He. D

ME:

The company already has SSM Agent deployed on all servers, which enables centralized, scalable fleet operations without logging in
to each nstance. The most operationally efficient solution is to automate key distribution using Systems Manager Run Command,
executing a script across the entire fleet (or a targeted subset) in one action.

Option B uses S3 as a simple distribution source and Run Command to perform the update at scale. The developer can store the
required key material in a controlled S3 location and write a script that places the key in the correct filesystem path (with correct
pernissions/ownership), updates authorized keys if needed, and restarts any services if required. Run Command can target
mstances by tags, resource groups, or instance IDs and provides execution logging and status.

Option A is not operationally efficient because it requires logging into each server manually.

Option C and D push the distribution burden to humans ("grant team members permissions to download"), which is error-prone,
slow, and not scalable. Also, distributing private keys broadly to individuals increases risk.

HEE#73

A developer is building a microservices-based application by using Python on AWS and several AWS services. The developer must
use AWS X-Ray. The developer views the service map by using the console to view the service dependencies. During testing, the
developer notices that some services are missing from the service map.

What can the developer do to ensure that all services appear in the X-Ray service map?

e A Instrument the application by using the X-Ray SDK for Python. Install the X-Ray SDK for all the services that the
application uses.

¢ B. Modify the X-Ray Python agent configuration in each service to increase the sampling rate.

e (. Enable X-Ray data aggregation in Amazon CloudWatch Logs for all the services that the application uses.

e D. Increase the X-Ray service map timeout value in the X-Ray console.
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