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R #27
Which of the following statements isSNOTtrue as it relates to Identity Events, Detections, and Incidents?

e A, Events related to an incident that occur after the incident is marked In Progress will create a new incident
¢ B. Anevent can become an element of a detection that preceded it in time

¢ C. A detection can become an element of an incident that preceded it in time

e D. Not all events are security events that become elements of detections

IEf#: A

R :

Falcon Identity Protection follows acorrelation and enrichment modelwhere events, detections, and incidents are dynamically linked
over time. According to the CCIS curriculum,events that occur after an incident is marked In Progress do not autormatically create a
new incident. Instead, related events and detections are typicallyadded to the existing incident, provided they fall withn the mncident's
correlation and suppression window.

This behavior allows Falcon to present asingle evolving incident, showing the full progression of an identity attack rather than
fragmenting activity into mutltiple incidents. Therefore, statementA is not true.

The other statements are correct:


https://www.topexam.jp/IDP_shiken.html
https://www.mogiexam.com/IDP-exam.html

* Detections can be retroactively associated with incidents that occurred earlier if correlation logic determines relevance.

* Events can be linked to detections even if the detection is created after the event occurred.

* Not all events are security-relevant; many remain informational and never become detections.

This adaptive correlation model is a core concept in CCIS training and supports efficient investigation and incident lifecycle
management. Hence,Option Ais the correct answer.

P #28
‘Which option can be selected from the Threat Hunter menu to open the current Threat Hunter query in a new window as Graph API
format?

e A. Save as Custom Report

e B. Save as Custom Query

¢ C. Open Query in API Builder
¢ D. Export to API Builder

Ef: C

A -

Falcon Threat Hunter provides a direct integration with the API Builderto support advanced investigation workflows and automation.
According to the CCIS curriculum, analysts can take an existing Threat Hunter query and convert it into aGraphQL~compatible
formatby selectingOpen Query in API Builderfrom the Threat Hunter menu.

This option opens the current query in a new window within API Builder, automatically translating the query structure into GraphQL
syntax where applicable. This enables security teans to reuse validated hunting logic for automation, reporting, or external
mtegrations without rewriting queries from scratch.

The other menu options serve different purposes:

* Export to API Builderis not a valid menu action.

* Save as Custom Querystores the query for reuse inside Threat Hunter.

* Save as Custom Reportgenerates a reporting artifact, not an API query.

BecauseOpen Query in API Builderis the only option that opens the query in GraphQL format in a new window,Option Dis the
correct and verified answer.

B #29
Under which CrowdStrike documentation category could you find Identity Protection API information?

A. CrowdStrike APIs
B. Tools and Reference
C. CrowdStrike Store
D. Falcon Management

EE: A

R

Identity Protection API documentation is part of CrowdStrike's centralized API documentation structure.

According to the CCIS curriculum,Identity Protection API nformation is located under the

"CrowdStrike APIs" documentation category.

This category includes:

* API authentication and scopes

* Identity Protection GraphQL schemas

* Query examples for detections, incidents, users, and risk

* Usage guidance and limitations

CrowdStrike consolidates all API-related documentation in one location to ensure consistent access and maintenance across Falcon
modules. Identity Protection APIs are not documented under Falcon Management, Store, or general reference sections.

Because all product APIs-including Identity Protection-are documented underCrowdStrike APIs,Option Dis the correct and verified
answer.

R #30
The configuration of the Azure AD (Entra ID) Identity-as-a-Service connector requires which three pieces of information?



A. Tenant Domain, Client Secret, User Identifier

B. Tenant Domain, Application ID, Scope

C. Tenant Domain, Token, Configuration File

D. Tenant Domain, Application ID, Application Secret

Ef#: D

R -

To integrate Falcon Identity Protection withAzure AD (Entra ID)as an Identity-as-a-Service (IDaaS) provider, specific application-
level credentials are required. According to the CCIS curriculum, the connector configuration requires Tenant Domain, Application
(Client) ID, andApplication Secret.

These values are generated when regjstering an application in Azure AD and are used to authenticate Falcon Identity Protection
securely via OAuth-based API access. This method ensures least-privilege access and allows the connector to ingest cloud
authentication activity and apply SSO-related policy enforcement.

Other options list incomplete or incorrect credential combinations. Therefore,Option Dis the correct and verified answer.

HM #31
Which of'the following Falcon rolessCANNOTenable and disable policy rules?

A. Identity Protection Domain Administrator
B. Identity Protection Administrator

C. Identity Protection Policy Manager

D. Falcon Admmistrator

Ef: A

fERL:

Falcon Identity Protection enforcesrole-based access control (RBAC)to ensure that only authorized users can create, modify, or
manage policy rules. Policy rules directly impact identity enforcement actions, making proper role separation critical.

According to the CCIS documentation, the ability toenable and disable policy rulesis granted to theldentity Protection Policy
Managerand theFalcon Administratorroles. These roles are explicitly designed to manage enforcement logic, triggers, and automated
identity controls.

Theldentity Protection Domain Administratorrole, however, is limited todomain-level visibility and management, such as reviewing
domain configurations, monitoring risks, and assessing posture. This role doesnothave permissions to modify or control policy
enforcement behavior.

This separation prevents accidental or unauthorized changes to identity enforcement rules. Therefore,Option Ais the correct and
verified answer.
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