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VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

FEY 72

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

FEY 273

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

feEy 74

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.
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¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses

on implementing central management for Fortinet security solutions. It includes configuring and managing
FEy 25 devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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H #22
Examine the following partial outputs from two routing debug commands; then answer the question below:
#get router info routing-table database

S 0.0.0.0/. [20/0] via 105200.2.254, port2, [10/0]
S *> 0.0.0.0/0 [10/0]%via 10.200.1.254, portl

# get router info routing-table all

g% @-.O.WM‘ETL} 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?

A. Tt is disabled in the FortiGate configuration.

B. It has a higher distance than the default route using portl.
C. It has a lower priority than the default route using portl.
D. It has a higher priority than the default route using port1.
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Which statement about memory conserve mode is true?

A. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

B. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

C. A FortiGate enters conserve mode when the configured memory use threshold reaches red

D. A FortiGate Starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
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In which of the following states is a given session categorized as ephemeral? (Choose two.)

A. A UDP session with packets sent and received.

B. A TCP session waiting for FIN ACK.

C. A TCP session waiting to complete the three-way handshake.
D. A UDP session with only one packet received.
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Examine these partial outputs from two routing debug commands:

# get router info routing-table database

S 0.0.0.0/0 [20/0] via 100.64.2.254, port2, [10/0]

S *>0.0.0.0/0 [10/0] via 100.64.1.254, portl

# get router info routing-table all

S*0.0.0.0/0 [10/0] via 100.64.1.254, portl

Why is the default route that uses port2 not in the output of the second command?

A. Tt is disabled in the FortiGate configuration.

B. It has a higher distance than the default route using port1.

C. There can be only one default route present in an active routing table.
D. It has a higher priority than the default route using portl.
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Refer to the exhibit, which contains a partial VPN configuration.

----- al & 128-shal5€ aes25&é-shalbé

E

F
set dpd 23-1dle
T e enarie
set paksecret fortinet
next

end

What can you conclude from this VPN IPsec phase 1 configuration?

¢ A FortiGate will not add a route to its routing or forwarding information base when the dynamic tunnel is negotiated.

¢ B. A separate interface is created for each dial-up tunnel, which can be slower and more resource intensive, especially in large
networks.

e C. This configuration is the best for networks with regular traffic intervals, providing a balance between connectivity assurance
and resource utilization.

e D. Peer IDs are unencrypted and exposed, creating a security risk.

EfE: C
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ThisIPsec Phase 1 configurationdefines adynamicVPN tunnel that can accept connections from muttiple peers. The settings chosen
here suggest a configuration optimized fornetworks with intermittent traffic patternswhile ensuring resources are used efficiently.

Key configurations and their impact:

#set type dynamic# This allows multiple peers to establish connections dynamically without needing predefined IP addresses.

#set ike-version 2# UsesIKEv2, which is more efficient and supports features like EAP authentication and reduced rekeying
overhead.

#set dpd on-idle# Dead Peer Detection (DPD) is triggeredonly when the tunnel is idle, reducing unnecessary keep-alive packets and
improving resource utilization.

#set add-route enable# FortiGate automatically adds the route to the routing table when the tunnel is established, ensuring
connectivity when needed.

#set proposal aes128-sha256 aes256-sha256# Uses strong encryption and hashing algorithirs, ensuring a secure connection.

#set keylife 28800# Sets alonger key lifetime(8 hours), reducing the frequency of rekeying, which is beneficial for stable connections.
BecauseDPD is set to on-idle, the tunnel will not constantly send keep-alive messages but will still ensure connectivity when traffic is
detected. This makes the configuration ideal fornetworks with regular but non- continuous traffic, balancing security and resource
efficiency.
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