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11. Frage

Which statements correctly describe the command below. Choose TWO correct answers.

vault write transit/decrypt/password \

ciphertext=vault:v1 :8SDd3 WHDOjf/mq69CyCqYjBXAIQQAVZRKFM130k481z0CmHnSeD X9vyf7w—
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A. Returns an error due to missing encryption key name

B. Decrypts the ciphertext if the token permits

C. Returns the ciphertext

D. Returns base64-encoded plaintext

E. Requires sudo capability on the transit/decrypt/password path

Antwort: B,D

12. Frage
‘Which is not true of Vault tokens?

A. Vault tokens are required for every Vault call

B. Vault tokens are generated by every authentication method login

C. Vault tokens are the core method for authentication n Vault

D. Vault tokens map to information including polices the token holder has, TTL and max usage, metadata, creation and last
renewal time, and more

Antwort: A

13. Frage
Examine the command below. Output has been trimmed.

$ vault write auth]approle/ﬁ!“ t!-llg rp
role_id="debb8f13-79%ea-3e3 -lea.éi 5c!. 'q
secret_id="31d52faa-5b0b-711d-2ea2-c197cff6081b"Key+Value

token b.AAAAAQIIWH-DExezQvz: ZGHMhz syBulWXEoQYHHEO. . . trimmed. ..
token_accessor n/a

token_duration im

token_renewable false

token_peolicies [V shipping"]

identity_policies []

policies [“shipping"]

token_meta _role name shipping

Which of the following statements describe the command and its output?

A. Missing a default token policy

B. Configures the AppRole auth method with user specified role ID and secret ID
C. Generated token is an orphan token which can be renewed indefinitely

D. Generated token's TTL is 60 hours

Antwort: B

14. Frage
Which Vault secret engine may be used to build your own internal certificate authority?

A. Generic

B. PKI

C. Transit

D. PostgreSQL

Antwort: B



15. Frage
To encrypt your secret with the transit secrets engine, you must send the Base32-encoded plaintext to Vaullt.

o A True
e B. False

Antwort: B
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