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Ping Identity PAP-001 Exam Syllabus Topics:

Topic Details

Topic 1
Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

Topic 2
Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

Topic 3

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

Topic 4

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, API, and combined applications through appropriate
integration settings.
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Topic 5

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

Topic 6

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.
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Ping Identity Certified Professional - PingAccess Sample Questions (Q62-
Q67):
NEW QUESTION # 62 
A change is made to the configuration that prevents user access to an application. No one claims to have made the change. Which
log file should the administrator use to determine who made the change?

A. pingaccess_api_audit.log
B. pingaccess_engine_audit.log
C. pingaccess_agent_audit.log
D. pingaccess.log

Answer: A

Explanation:
All administrative API calls that change PingAccess configuration are logged inpingaccess_api_audit.log.
This allows administrators to track who made configuration changes.
Exact Extract:
"Thepingaccess_api_audit.logfile contains entries for all administrative API calls and is used to audit configuration changes."
* Option A (pingaccess.log)contains runtime system messages but not detailed API audit entries.
* Option B (pingaccess_engine_audit.log)is specific to engine request/response audit logging.
* Option C (pingaccess_agent_audit.log)is used for PingAccess Agent traffic auditing, not administrative changes.
* Option D (pingaccess_api_audit.log)is correct - it tracks admin API modifications.
Reference:PingAccess Administration Guide -Log Files

NEW QUESTION # 63 
Which two protocols does PingAccess use for authentication and authorization? (Choose 2 answers.)

A. OAuth2
B. WS-Fed
C. SAML
D. OIDC
E. WS-Trust

Answer: A,D
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Explanation:
PingAccess is designed to work with modern identity protocols. It doesnotsupport legacy WS-* protocols directly.
Exact Extract:
"PingAccess integrates with OAuth 2.0 and OpenID Connect (OIDC) to provide authentication and authorization for web and API
resources."
* Option A (SAML)is incorrect - PingAccess does not natively consume SAML assertions; SAML can be used indirectly via
PingFederate.
* Option B (WS-Fed)is not supported.
* Option C (WS-Trust)is not supported.
* Option D (OAuth2)is correct - used for authorization and token validation.
* Option E (OIDC)is correct - used for user authentication and sessions.
Reference:PingAccess Administration Guide -Supported Protocols

NEW QUESTION # 64 
Where should an administrator adjustSameSite Cookiesettings?

A. Rules
B. Web Sessions
C. Sites
D. Applications

Answer: B

Explanation:
TheSameSiteattribute is applied to session cookies to control cross-site behavior. In PingAccess, session cookie configuration
(includingSameSite) is defined at theWeb Sessionlevel.
Exact Extract:
"Web session configuration includes cookie attributes such as name, domain, secure flag, HTTPOnly, and SameSite."
* Option A (Rules)is incorrect - rules govern access control, not cookies.
* Option B (Sites)defines backend connections, not session cookies.
* Option C (Applications)ties resources to sessions but does not define cookie behavior.
* Option D (Web Sessions)is correct - session cookie SameSite settings are configured here.
Reference:PingAccess Administration Guide -Web Session Cookies

NEW QUESTION # 65 
An administrator needs to add a set of rules to an application protected by a PingAccess agent. Which rule will be unavailable to
add to the application?

A. Network Range
B. Rewrite Cookie Domain
C. Rate Limiting
D. Cross-Origin Request

Answer: B

Explanation:
PingAccess distinguishes betweengateway rulesandagent rules. Some processing rules, such asRewrite Cookie Domain, only apply
when PingAccess is acting as areverse proxy (gateway), not when protecting applications viaagents.
Exact Extract:
"Rewrite Cookie Domain rules are not supported for agent applications. They are only available for proxied (gateway) applications."
* Option A (Rewrite Cookie Domain)is correct - unavailable with agent applications.
* Option B (Network Range)is available for both agents and gateways.
* Option C (Rate Limiting)is supported on both application types.
* Option D (Cross-Origin Request)is also supported in both.
Reference:PingAccess Administration Guide -Agent vs. Gateway Rules

NEW QUESTION # 66 



An administrator is preparing to rebuild an unrecoverable primary console and must promote the replica admin node. Which two
actions must the administrator take? (Choose 2 answers.)

A. Changepa.operational.modetoCLUSTERED_CONSOLE_REPLICAon one of the engine nodes.
B. Restart the replica admin node.
C. Changepa.operational.modetoCLUSTERED_CONSOLEon the replica admin node.
D. Restart all nodes in the cluster.
E. Modifybootstrap.propertiesand set theengine.admin.configuration.hostvalue to point at the replica admin node.

Answer: C,E

Explanation:
From the "Promoting the replica administrative node" documentation:
* Exact Extract:
"Open the<PA_HOME>/conf/run.propertiesfile in a text editor. Locate thepa.operational.modeline and change the value
fromCLUSTERED_CONSOLE_REPLICAtoCLUSTERED_CONSOLE. These properties are case-sensitive. Do not restart the
replica node during the promotion process."Ping Identity Documentation
* Also from the documentation under "Next steps" / manual promotion / "Using the admin API ..."When promoting the replica, there
is also mention of setting the new host-port in the primary admin configuration so that engine nodes and configuration references now
point to the promoted replica. One of the API properties iseditRunPropertyFile(to flip the mode), another iseditPrimaryHostPort,
which causes the primary-admin host setting to be updated.Ping Identity Documentation Using those facts:
Why C is correct:
* Option C says:Changepa.operational.modetoCLUSTERED_CONSOLEon the replica admin node.
This directly matches the documented manual promotion step: switchpa.operational.
modefromCLUSTERED_CONSOLE_REPLICA#CLUSTERED_CONSOLE.Ping Identity
Documentation+1
* This is essential for promoting the replica to primary console.
Why E is correct:
* Option E:Modifybootstrap.propertiesand set theengine.admin.configuration.hostvalue to point at the replica admin node.While the
documentation doesn't always name the exact propertyengine.admin.
configuration.host, the "promote via admin API" includes updating the "primary host:port" in the configuration so that engine nodes'
configuration queries (or whatever is used by engines) point to the new primary. This maps to ensuring that engine nodes know that
the promoted replica is now the administrative node. This requiring modifying the bootstrap or configuration that engine nodes use to
find the administrative host is essential.Ping Identity Documentation Why the other options are incorrect:
* A.Changepa.operational.modetoCLUSTERED_CONSOLE_REPLICAon one of the engine nodes.No.
Engine nodes should havepa.operational.mode = CLUSTERED_ENGINE, not console modes.
CLUSTERED_CONSOLE_REPLICAis an admin/replica console mode, not applicable for engines.
docs.ping.directory+2Ping Identity Documentation+2
* B.Restart all nodes in the cluster.The documentation explicitly saysdo not restartthe replica node during the promotion process
because restart can cause file corruption or failure to properly promote.
Only certain restarts are neededafterconfiguration updates. So restarting all nodes is not a correct required action.Ping Identity
Documentation
* D.Restart the replica admin node.As above, for manual promotion, a restart of the replica admin node is notrequired (and is even
discouraged during the promotion process). The change inrun.propertiesis detected without restarting.Ping Identity Documentation
Reference:PingAccess Reference Guide -Promoting the replica administrative node / Manually promoting the replica administrative
nodePing Identity Documentation+1

NEW QUESTION # 67
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