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R #43
What is a common use of an LLM as a Secondary Chatbot?

e A. To only manage user credentials

¢ B. To replace the primary Al system

e (. To handle tasks unrelated to the main application

e D. To serve as a fallback or supplementary Al assistant for more complex queries

IEf#: D
A -


https://drive.google.com/open?id=1eRPiMBs8QzWzQdMpPMAIlgVMAhX1uiEf
https://www.xhs1991.com/CSPAI.html
https://www.goshiken.com/SISA/CSPAI-mondaishu.html
https://jp.fast2test.com/CSPAI-premium-file.html
https://jp.fast2test.com/CSPAI-premium-file.html

A secondary chatbot, powered by an LLM, acts as a fallback or supplementary assistant, handling complex or overflow queries
when the primary system is insufficient. This enhances CX by ensuring continuity and depth in responses, with security benefits like
isolating sensitive tasks to a monitored secondary layer. Unlike replacing primary systens or handling unrelated tasks, this role
leverages LLMs' flexibility to complement, not supplant, core functionalities. Exact extract: "LLMs as secondary chatbots serve as
fallback assistants for complex queries, improving system resilience and user experience." (Reference: Cyber Security for Al by
SISA Study Guide, Section on Al in Support Systemrs, Page 80-82).

HA #44
What is a primary step in the risk assessment model for GenAl data privacy?

¢ A Relying on vendor assurances without verification.

¢ B. Limiting assessment to model outputs only.

¢ C. Ignoring data sources to speed up assessiment.

¢ D. Conducting data flow mapping to identify privacy risks.

Ef#: D

A :

Risk assessment for GenAl begins with comprehensive data flow mapping, tracing inputs, processing, and outputs to pinpoint
privacy vulnerabilities like unintended data leakage. This step reveals how personal information is handled, enabling classification of
risks under frameworks like GDPR or ISO 27701. It facilitates the identification of controls such as anonymization or consent
mechanisis. In GenAl, where models infer from vast data, this prevents re-identification attacks. Exact extract: "A primary step in
GenAl data privacy risk assessment is conducting data flow mapping to identify and mitigate privacy risks." (Reference: Cyber
Security for Al by SISA Study Guide, Section on Privacy Risk Models, Page 235-238).

B #45
How does ISO 27563 support privacy in Al systems?

A. By mandating the use of specific encryption algorithirs.

B. By limiting Al to non-personal data only.

C. By focusing on performance metrics over privacy.

D. By providing guidelines for privacy-enhancing technologies in Al

IEf#: D

fi .-

ISO 27563 offers practical guidance on implementing privacy-enhancing technologies (PETs) in Al such as differential privacy or
federated learning, to protect data while maintaining utility. It addresses risks like inference attacks, ensuring compliance with privacy
regulations. Exact extract: "ISO 27563 supports privacy in Al by providing guidelines for privacy-enhancing technologies."
(Reference: Cyber Security for Al by SISA Study Guide, Section on ISO 27563 for Privacy, Page 265-268).

H #46

How does Al enhance customer experience in retail environments?

A. By optimizing customer service through automated systems and tailored recommendations.

B. By integrating personalized interactions with Al-driven analytics for a more customized shopping experience.
C. By automating repetitive tasks and providing consistent data driven insights to improve custommer service.

D. By ensuring every customer receives the same generic response from automated systens.

EfE: B

AR :

Al enhances retail CX through personalization, using analytics to recommend products based on behavior, preferences, and history,
creating tailored experiences that boost satisfaction and loyalty. Tools like chatbots and predictive models enable real-time
interactions, while security posture improves via fraud detection integrated into these systenrs. This data-driven approach ensures
relevance, differentiating from generic methods. Autormation supports but personalization drives engagement. Exact extract: "Al
integrates personalized interactions with driven analytics to customize shopping experiences, thereby enhancing customer satisfaction
nretail." (Reference: Cyber Security for Al by SISA Study Guide, Section on GenAl in Security and Customer Enhancement, Page



70-73).

HE #47
In utilizing Giskard for vulnerability detection, what is a primary benefit of integrating this open-source tool into the security function?

¢ A. Reducing the need for manual vulnerability assessment entirely

¢ B. Limiting its use to only high-priority vulnerabilities.

¢ C. Automatically patching vulnerabilities without additional configuration
¢ D. Enabling real-time detection of vulnerabilities with actionable insights.

IEf#: D

TR

Giskard, an open-source tool, enhances Al security by enabling real-time vulnerability detection, scanning models for issues like bias
or adversarial weaknesses, and providing actionable insights for remediation. This proactive approach supports continuous
monitoring, unlike automated patching or limited scopes, and integrates into SDLC for robust security. Exact extract: "Giskard
enables real-time detection of vulnerabilities with actionable insights, strengthening Al security functions." (Reference: Cyber Security
for Al by SISA Study Guide, Section on Vulnerability Detection Tools, Page 190-193).
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