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H #133
You are tasked with creating a group for hosts running Windows 10.
What kind of group should you create to make sure all applicable hosts are included in your environment?

A. Create a static group with the assignment rule criteria set to OS Type Workstation

B. Create a dynamic group with the assignment rule criteria set to OS Type Workstation

C. Create a dynamic group with the assignment rule criteria for OS Version set to Windows 10
D. Create a static group with the assignment rule criteria for OS Version set to Windows 10

EfE: C

R #134
What log would you use to investigate unusual activity involved with a script interfacing with the Falcon platform?

e A Falcon Ul audit


https://www.shikenpass.com/CCFA-200b-shiken.html
https://www.mogiexam.com/CCFA-200b-exam.html
https://jp.fast2test.com/CCFA-200b-premium-file.html
https://www.passtest.jp/CrowdStrike/CCFA-200b-shiken.html

¢ B. Prevention policy debug
e C. APl audit
e D. RTR session audit

IEf#: C

HA #135
‘What command should be run to verify if a Windows sensor is running?

A netstat -f

B. sc query csagent
C. ps -ef| grep falcon
D. regedit myfile.reg

Ef#: B

R -

The command that should be run to verify if a Windows sensor is running is sc query csagent.

This command will display the status and information of the csagent service, which is the Falcon sensor service. The other commands
are either incorrect or not applicable to Windows sensors.

R #136
Why would you assign hosts to a static group instead of a dynamic group?

¢ A. Youdo not want the group membership to change automatically

¢ B. You are managing more than 1000 hosts

¢ C. Youneed hosts to be automatically assigned to a group

¢ D. You want the group to contain hosts from multiple operating systens

Ef: A

L -

The reason why you would assign hosts to a static group instead of'a dynamic group is that you do not want the group membership
to change automatically. A Static Group is a group that requires manual assignment or removal of hosts. A Static Group will not
update its membership based on any criteria or filters. This way, you can have more control over which hosts belong to the group
and prevent any unwanted changes.

E #137
To enhance your security, you want to detect and block based on a list of domains and IP addresses. How can you use IOC
management to help this objective?

A. Using IOC management, import the list of hashes and IP addresses and set the action to No Action

B. Using IOC management, import the list of hashes and IP addresses and set the action to Prevent/Block

C. Blocking of Domains and IP addresses is not a function of [OC management. A Custom IOA Rule should be used instead
D. Using IOC management, import the list of hashes and IP addresses and set the action to Detect Only

Ef: C

AR :

I0C management only allows "Detect only" and "No Action" among the possible actions.

Therefore, it cannot be used to block based on IPs or domains. Custom IOA Rule groups allow to create rule types based on
Network Connection (configuring a remote I[P address) and domains, and gives the options to "Monitor", "Detect" and "Kill
Process", being the late one the closest to

"block".

B #138
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