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A cloud administrator recently created three servers in the cloud. The goal was to create ACLs so the servers could not
commumnicate with each other. The servers were configured with the following IP addresses:

After implementing the ACLs, the administrator confirmed that some servers are still able to reach the other servers. Which of the
following should the administrator change to prevent the servers from being on the same network?

A. The IP address of Server 1 to 172.16.12.2

B. The IP address of Server 1 to 172.16.12.36
C. The IP address of Server 2 to 172.16.14.14
D. The IP address of Server 2 to 172.16.12.18

Answer: C

Explanation:

* The IP address of Server 1 to 172.16.12.36 (A): Changes the IP but remains within the same subnet range as Server 2.

* The IP address of Server 1 to 172.16.12.2 (B): Also keeps Server 1 within the same subnet as Server 2.

* The IP address of Server 2 to 172.16.12.18 (C): Falls within the next subnet range but does not isolate Server 2 completely.
* The IP address of Server 2 to 172.16.14.14 (D): Moves Server 2 to a different subnet, preventing direct communication with
Server 1 and Server 3.

Reference:CompTIA Cloud+ CV0-004 Study Guide, Objective 2.2: Configure access control lists (ACLs) and networking.

NEW QUESTION # 102

Participant attendance has been poor at the last few weekly meetings. The project manager wants to validate who the participants
should be, how often the meetings should occur, and on which day and at what time the meeting should be held. Which of the
following is the best place to validate this information?

A. Project business case

B. Project management plan
C. Project schedule

D. Project communication plan

Answer: D

Explanation:

The communication plan defines the meeting cadence, frequency, participants, formats, and methods of communication. If
participation is low, the project manager refers to this plan for validation and adjustment. This is part of governance and compliance
to ensure the right stakeholders are engaged appropriately.

NEW QUESTION # 103
A cloud engmneer is reviewing the following Dockerfile to deploy a Python web application:

Which of the following changes should the engineer make lo the file to improve container security?

A. Ensure myapp/main.pyls owned by root.
B. Change the version fiom latest to 3.11.
C. Remove the EHTRYPOIKT instruction.
D. Add the instruction "JSER nonroot.

Answer: D

Explanation:

To improve container security, the engineer should add the instruction "USER nonroot" to the Dockerfile. This change ensures that
the container does not run as the root user, which reduces the risk of privilege escalation attacks. Running containers as a non-root
user is a best practice for enhancing security in containerized environments.

Reference: CompTIA Cloud+ content includes security concerns, measures, and concepts for cloud operations, highlighting
container security best practices such as running containers with least privilege to mitigate security risks.

NEW QUESTION # 104
A list of CVEs was identified on a web server. The systerns administrator decides to close the ports and disable weak TLS ciphers.



Which of the following describes this vulnerability management stage?

A. Scanning

B. Identification
C. Remediation
D. Assessment

Answer: C

Explanation:

Closing the ports and disabling weak TLS ciphers as a response to a list of identified CVEs (Common Vulnerabilities and
Exposures) describes the vulnerability management stage of ‘remediation’. This stage involves taking actions to resolve vulnerabilities
and mitigate potential risks.References: Vulnerability management stages, including remediation efforts, are a key aspect of the
security measures discussed in CompTIA Cloud+.

NEW QUESTION # 105

A systens engneer tries to mount an iISCSI LUN to a VM host in a data center, but the host does not discover any iSCSI targets.
A sample of the switch configuration is shown in the following image:
GigabitEthernet 1/0/1

description "Development Network Uplink to VM Host A"
access vlan 24

GigabitEthernet 1/0/2

description "Storage Network Uplink to VM Host A"
access vlan 24

spanning-tree portfast

ntu 9216

GigabitEthernet 1/0/3

description "Lights-Out Management VM Host A"

access vlan 20

spanning-tree portfast

GigabitEthernet 1/0/4

description "SAN Management Controller A"

access vlan 20

GigabitEthernet 1/0/5

description "SAN Management Controller B"

access vlan 20

spanning-tree portfast

GigabitEthernet 1/0/6

description "SAN iSCSI Controller A"

access vian 25

spanning-tree portfast

GigabitEthernet 1/0/7

description "SAN iSCSI Controller B™

access vian 25

spanning-tree portfast

Which of'the following configuration changes would most likely resolve the discovery issues?

A. Changing the access VLAN for Gigabit Ethernet 1/0/2 to 25

B. Disabling Gigabit Ethernet 1/0/7

C. Changing the MTU on Gigabit Ethernet 1/0/2

D. Enabling jumbo frames on Gigabit Ethernet 1/0/6 and Gigabit Ethernet 1/0/7

Answer: A
Explanation:

The VM host's storage uplink (Gil/0/2) is n VLAN 24, while the iSCSI controllers (Gil/0/6 and Gil/0/7) are n VLAN 25. iSCSI
target discovery requires Layer 2 connectivity on the same VLAN/subnet; moving Gil/0/2 to VLAN 25 restores discovery.

NEW QUESTION # 106
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