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HR #94

A customer would like to improve the performance of a FortiGate VM running in an Azure D4s_v3 instance, but they already
purchased a BYOL VM04 license.

‘Which two actions will improve performance the most without making a FortiGate license change? (Choose two.)

A. Migrate the FortiGate to an Azure D8s_v3.

B. Migrate the FortiGate to an Azure F4s_v2.

C. Enable "Accelerated networking" on the Azure network interfaces.
D. Enable SR-IOV on the FortiGate.

iEﬁ: B\ C

HM #95

A customer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systens Oracle Cloud, while the other systens will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy and performance as a priority.

‘Which two design options are true based on these requirements? (Choose two.)

e A Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

¢ B. Branch FortiGate devices must be configured as VPN clients for the branches' nternal network to be able to access
Oracle services without using public IPs.

e C. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud.

¢ D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Azure and a FortiGate device at the data center edge

Ef#: A. B

R -

* A. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud. This is because
the Oracle Cloud is not directly connected to the Azure Cloud. The traffic will need to go through the main data center in order to
reach the Oracle Cloud.

* C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access Oracle
services without using public IPs. This is because the Oracle Cloud does not allow direct connections from the internet. The traffic
will need to go through the FortiGate devices in order to reach the Oracle Cloud.

The other options are not correct.

* B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure. This is not necessary. Azure does
encrypt traffic over ExpressRoute.

* D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure
and a FortiGate device at the data center edge. This is not necessary. A single ExpressRoute service can be used to implement SD-
WAN between a FortiGate VM in Azure and a FortiGate device at the data center edge.
https://learn.microsoft.comven-us/azure/expressroute/expressroute-about-encryption

H #96
Review the following FortiGate-6000 configuration excerpt:

T
bt !
ANk

Based on the cguration, which statemment is correct r SNAT source pn partitionng behavior?

e A It statically distributes SNAT source ports to operating FPCs or FPMs

¢ B. It equally distributes SNAT source ports across chassis slots.

e C. It dynamically distributes SNAT source ports to operating FPCs or FPMs.

e D. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down.

At



Based on the configuration, the statement that is correct regarding SNAT source port partitioning behavior is that it statically
distributes SNAT source ports to operating FPCs or FPMs. This is because the nat-source-port option is set to chassis-slots, which
means that the FortiGate-6000 will allocate SNAT source ports to all FPCs or FPMs that are enabled when the command is
entered. If an FPC or FPM is disabled from the CLI, the SNAT source ports assigned to that FPC or FPM will not be re-allocated
to the remaining FPCs or FPMs. This option preserves active sessions when an FPC or FPM goes down, but does not dynamically
re-distribute SNAT source ports if an FPC or FPM is powered off. Reference:

httpsz/docs.fortinet.com/document/fortigate/7.2. 5/fortigate- 6000-administration- guide/8 1 276/controlling-snat-port-partitioning-
behavior

B2 #97
Refer to the exhibits.

B ==RTINET

fgril-branch(l #§ diag vpn tunnel list
1ist all ipsec tunnel in wd 0
namesvpn-hub(2~-1 ver=2 serialel 10.73.255.67:0->10.73,255.82:0 sun"Ad=10.73,.255.682
tun_idé=::10,73.255.82 dest_mtu=1300 dpd-link=on weight=]
bound_if=7 lgwy=static/l tun=tunnel/255 mode=auto/l encap=pone/S318wptions(0218]=npu create,
accept_traffic=1 overlay_id=0
proxyid num=1 child num=0 refcnt=4 ilast={ olasts=( ad=g/f2
stat: rxp=1 txp=150032¢ rxb=73 txb=273040631
dpd: mode=on-demand on=1 idle=20000ms retry=3 counf={ mefno=0
natt: modeenone draft=0 interval={ remote_porte={
proxyide=vpn-hub02-1 proto=0 sa=]l ref=27 serial®] auto-negotiate adr
sre: 0:0.0.0.0/0.0.0.0:0
dse: 0:0.0.0.0/0.0.0.0:0
SA: ref=f options=1al27 type=00 sofES) BLu=1438 expire=3844/00 replaywin=2048
seqno=bldle esn=0 replaywin_laatseg~00000000 itn=0 qat=0 hash_search_len=1
life: type=0]1 bytes=0/0 timeouts$s02/83200
dec: spi=4dalclad esp=aes key+32 C455048006961561cdcibidleSe22c45444€430400404a8 lefbed s 5437422
ah=shal5€é key=32 TIbELCe7C¢i401bal0bEédatf2é3cd0404d5L{5824ccidibd2é8db2cifcalalds?2
enc: spi=f800€5a7 espeaes kéyed:l dI2741addé9cf6aZdillefOb?722e1b13045bE8457eThE2%00171775b556cR It
ah=shalSé key=32 SefTbfiCecallcd732cflaticcdfeTfidbclSeTelatel 7fe2a7747522442b0%a
dec:pkts/bytes=0/0, enc:pkts/bytes=1456558/316245764
npu_rlag=03 npu_rgwy=10.73.255.082 npu_lgwy=10.73.255.€7 npu_selid=0 dec_npuid=l enc_npuidel

A customer is trying to restore a VPN connection configured on a FortiGate. Exhibits show output during a troubleshooting session
when the VPN was working and the current baseline VPN configuration.

VPN Configuration

config vpn ipsec phasel-interface
sdit "wvpn-hub02-1"
set interface “wanl"™
set met-device enable
set authmethod signaturs
set certificave "BROLFGTLOCALS
set mode-cfg enable
sat npu-offload disable
set dpd on-idle
sot proposal asslS5E-shid%e
sat add-route disapl®
set auto-discovery-geceiver snable

ann ?; sl 78 255 . 82
s B FIF R
end

Which configuration parameters will restore VPN connectivity based on the diagnostic output?




edit "vpn-hub02-1"
oo L'-— —_ oy 0 W | 1
set npu-offlogH enable
set dpd _disable

e a F:=RTINET

config vpn ipsec phasel-interface
a0l
t net-devigh &2 1
set d Jisable
o B FUE Fz:RTINET
:onfig vpn ipsec phasel-interface
dit "vpn-hub02-1"
get ke-varsion £ ar
B:RATINET
set net-deyied gh¥able

sethdD) Ph-Cemand

e D |=nc

EfE: A

E Y #98
What is the benefit of using FortiGate NAC LAN Segments?

A. Tt provides support for multiple DHCP servers within the same VLAN.

B. It provides support for IGMP snooping between hosts within the same VLAN
C. It provides physical isolation without changing the IP address of hosts.

D. It allows for assignment of dynamic address objects matching NAC policy.

EfE: C

s

FortiGate NAC LAN Segments are a feature that allows users to assign different VLANS to different LAN segments without
changing the IP address of hosts or bouncing the switch port. This provides physical isolation while maintaining firewall sessions and
avoiding DHCP issues. One benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic address
objects matching NAC policy. This means that users can create firewall policies based on dynamic address objects that match the
NAC policy criteria, such as device type, OS type, MAC address, etc. This simplifies firewall policy management and enhances
security by applying different security profiles to different types of devices.References:httpsz/docs. fortinet.
conYdocument/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0- 1



httpsz/docs.fortinet.com/document/fortigate/7.0.0/new-features/8562 12/nac-lan-segments-7-0- 1
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