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Fortinet FCP_FAZ_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.
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Topic 2

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

Topic 3
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

Topic 4

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.
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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q169-
Q174):
NEW QUESTION # 169 
Refer to the exhibit.

What is the purpose of using the Chart Builder feature on FortiAnalyzer?

A. In Log View, this feature allows you to build a chart and chart automatically, on the top 100 log entries.
B. This feature allows you to build a chart under FortiView.
C. You can add charts to generated reports using this feature.
D. In Log View, this feature allows you to build a dataset and chart automatically, based on the filtered search results.

Answer: D

NEW QUESTION # 170 
On FortiAnalyzer, what is a wildcard administrator account?

A. An account that requires two-factor authentication
B. An account that allows guest access with read-only privileges
C. An account that validates against any user account on a FortiAuthenticator
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D. An account that permits access to members of an LDAP group

Answer: D

Explanation:
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/747268/configuring-wildcard-admin-accounts

NEW QUESTION # 171 
Which daemon is responsible for enforcing the log file size?

A. miglogd
B. ofrpd
C. logfiled
D. sqlplugind

Answer: C

Explanation:
FortiAnalyzer_7.0_Study_Guide-Online.pdf page 121: The logfiled process enforces the log file size and is also responsible for disk
quota enforcement by monitoring the other processes.

NEW QUESTION # 172 
Which SQL query is in the correct order to query the database in the FortiAnslyzer?

A. SELECT devid FROM Slog GROOP BY devid WHERE * user' =* USERl'
B. SELECT devid FROM Slog- WHERE *user' =' USERl' GROUP BY devid
C. SELECT devid WHERE 'u3er'='USERl' FROM $ log GROUP BY devid
D. FROM Slog WHERE 'user* =' USERl' SELECT devid GROUP BY devid

Answer: B

Explanation:
FortiAnalyzer_7.0_Study_Guide-Online.pdf page 259: The main clauses FortiAnalyzer reports use are as follows:
* FROM
* WHERE
* GROUP BY
* ORDER BY
* LIMIT
* OFFSET
Accordingly, following the SELECT keyword, the statement must be followed by one or more clauses in the order in which they
appear in the table shown on this slide.

NEW QUESTION # 173 
Which statement is true regarding Macros on FortiAnalyzer?

A. Macros are predefined templates for reports and cannot be customized.
B. Macros are useful in generating excel log files automatically based on the reports settings.
C. Macros are ADOM specific and each ADOM will have unique macros relevant to that ADOM.
D. Macros are supported only on the FortiGate ADOM.

Answer: C

Explanation:
FortiAnalyzer_7.0_Study_Guide-Online.pdf page 283: Note that macros are ADOM-specific and supported in FortiGate and
FortiCarrier ADOMs only.

NEW QUESTION # 174
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