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EX R (Q117-Q122):

HA #117
Which example represents a Specialized Asset?

e A. Hosted VPN services
e B. Consultants who provide cybersecurity services

e C. All property owned or leased by the government
e D.SOCs

IEf: C
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Understanding Specialized Assets in CMMCASpecialized Assetis defined asa system, device, or infrastructure component that is
not a traditional IT system but still plays a role in cybersecurity or business operations.

Types of Specialized Assets (as per CMMC guidance)#Operational Technology (OT)- Industrial control systerms, SCADA
systems.

#Security Operations Centers (SOCs)- Dedicated cybersecurity monitoring and response centers.

#loT Devices- Smart sensors, embedded systens.

#Restricted IT Systenrs- Systers with highly controlled access.

A). SOCs # Correct

Security Operations Centers (SOCs) are specialized cybersecurity environmentsused forthreat monitoring, detection, and response.
They oftenoperate outside standard IT infrastructureand are classified asspecialized assetsunder CMMC.

B). Hosted VPN services # Incorrect

VPN services are standard IT infrastructureanddo not qualify as specialized assets.

C). Consultants who provide cybersecurity services # Incorrect

Consultants are personnel, not specialized assets. Specialized assets refer tosystems, devices, or infrastructure.

D). All property owned or leased by the government # Incorrect

Government property is not automatically considered a specialized assetunder CMMC. Specialized assets refer tospecific IT or
cybersecurity-related infrastructure.

Why is the Correct Answer "SOCs" (A)?

CMMC 2.0 Assessment Process (CAP) Document

DefinesSpecialized Assetsand includesSOCsin its exanples.

CMMC-AB Guidelines

Listssecurity infrastructure like SOCsasSpecialized Assetsdue to their unique cybersecurity fmction.

NIST SP 800-171 & CMMC 2.0 Security Domains

Recognizesdedicated security monitoring environmentsas part of an organization's cybersecurity posture.

CMMC 2.0 References Supporting This Answer

Final Answer#A. SOCs (Security Operations Centers)

HA #118
An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have
collaborated to develop the Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. Lead Assessor and C3PAO

B. OSC and CMMC-AB

C. C3PAO and Assessment Official
D. OSC and Sponsor

EfE: A

e e«

Understanding the CMMC Level 2 Assessment ProcessWhen anOrganization Seeking Certification (OSC) engages aCertified
Third-Party Assessment Organization (C3PAO)to conduct aCMMC Level 2 Assessment, anAssessment Planis developed to
outline the scope, methodology, and logistics of the assessment.

* According to theCMMC Assessiment Process (CAP) Guide, theAssessment Plan must be formally agreed upon and signed off by:
* Lead Assessor- The individual responsible for overseeing the execution of the assessiment.

* C3PAO (Certified Third-Party Assessment Organization)- The entity conducting the assessment.

* TheLead Assessorensures that theAssessment Plan aligns with CMMC-AB and DoD requirements, including methodology,
objectives, and evidence collection.

* TheC3PAOprovides organizational approval, confirming that the assessment is conducted according toCMMC-AB rules and
contractual agreements.

* A. OSC and Sponsor (Incorrect)

* TheOSC (Organization Seeking Certification)is involved in planning but does not sign off on the plan.

* Asponsoris not part of the sign-off process mn CMMC assessments.

* B. OSC and CMMC-AB (Incorrect)

* TheOSCdoes not formally approve theAssessment Plan-this responsibility belongs to the assessment team.

* TheCMMC-ABdoes not sign off on individualAssessment Plans.

*D. C3PAO and Assessment Official (Incorrect)

* "Assessment Official” isnot a defined rolein the CMMC assessment process.

* TheC3PAOis involved, but it must be theLead Assessorwho signs off, not an unspecified official

* The correct answer isC. Lead Assessor and C3PAO.



* TheLead Assessorensures assessiment integrity, while theC3PAOprovides official authorization.
References:

CMMC Assessment Process (CAP) Guide

CMMC 2.0 Level 2 Certification Procedures

The Cyber AB Assessiment Guidelines

HE#119

An OSC needs to be assessed on RA.L2-3.11.1: Periodically assess the risk to organizational operations (including mission,
functions, image, or reputation), organizational assets, and individuals, resulting from the operation of organizational systems and the
associated processing, storage, or transmission of CUL. What is in scope for a Level 2 assessment of RA.L.2-3.11.17

AL IT systens

B. Enterprise systens

C. Processes, people, physical entities, and IT systems in which CUI processed, stored, or transmitted
D. CUI Marking processes

Ef: C

H #120
Which term describes "the protective measures that are commensurate with the consequences and probability of loss, misuse, or
unauthorized access to. or modification of mformation™?

e A. Advanced security
¢ B. Adaptive security
¢ C. Adequate security
¢ D. Adopted security

Ef#: C

R

Understanding the Concept of Security n CMMC 2.0CMMC 2.0 aligns with federal cybersecurity standards, particularlyFISMA
(Federal Information Security Modernization Act), NIST SP 800-171, and FAR 52.204-

21. One key principle in these frameworks is the implementation of security measures that are appropriate for the risk level
associated with the data being protected.

The question describes security measures that are proportionate to therisk of loss, misuse, unauthorized access, or modificationof
information. This matches the definition of"Adequate Security." A). Adopted security# Incorrect The term'adopted security"is not
officially recognized n CMMC, NIST, or FISMA. Organizations adopt security policies, but the concept does not directly align with
the question's definition.

B). Adaptive security# Incorrect

Adaptive securityrefers to adynamic cybersecurity modelwhere security measures continuously evolve based on real-time threats.
While important, it does not directly match the definition in the question.

C). Adequate security#Correct

The term"adequate security'is defined InNIST SP 800-171, DFARS 252.204-7012, and FISMAas the level of protection that
isproportional to the consequences and likelihood of a security incident.

This aligns perfectly with the definition in the question.

D). Advanced security# Incorrect

Advanced securitytypically refers tohighly sophisticated cybersecurity mechanisis, such as Al-driven threat detection. However, the
term does not explicitly relate to the concept of risk-based proportional security.

FISMA (44 U.S.C. § 3552(b)(3))

Definesadequate securityas"protective measures commensurate with the risk and potential impact of unauthorized access, use,
disclosure, disruption, modification, or destruction of information." This directly matches the question's wording.

DFARS 252.204-7012 (Safeguarding Covered Defense Information and Cyber Incident Reporting) Mandates that contractors
apply"adequate security"to protect Controlled Unclassified Information (CUI).

NIST SP 800-171 Rev. 2, Requirement 3.1.1

States that organizations must "limit system access to authorized users and implement adequate security protections to prevent
unauthorized disclosure." CMMC 2.0 Docummentation (Level 1 and Level 2 Requirements) Requires that organizationsapply
adequate security measures in accordance with NIST SP 800-171to meet compliance standards.

Analyzing the Given OptionsOfficial References Supporting the Correct AnswerConclusionThe term'" adequate security'is the
correct answer because it is explicitly defined in federal cybersecurity frameworks asprotection proportional to risk and potential



consequences. Thus, the verified answer is:

B #121

A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Brief and CMMC Assessment Results
documents have been developed. The Final Recommended Assessment Results are being generated. When generating these results,
what MUST be included?

A. Anupdated Assessment Plan

B. Recorded and final updated Daily Checkpoint

C. Fully executed CMMC Assessment contract between the C3PAO and the OSC
D. Review documentation for the CMMC Quality Assurance Professional (CQAP)
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