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CompTIA Cloud+ (2025) Sample Questions (Q188-Q193):
NEW QUESTION # 188 
A newly configured VM fails to run application updates despite having internet access. The updates download automatically from a
third-party network. Given the following output:
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Which of the following troubleshooting steps would be best to take?

A. Reconfiguring routing protocols
B. Testing the IP address configuration
C. Running a trace to the router
D. Checking DNS configurations

Answer: D

Explanation:
The best troubleshooting step to take given the output is to check DNS configurations. The failure to resolve the
"na.updateserver.net" domain suggests a DNS resolution issue, which could be due to incorrect DNS settings, a failure in the DNS
service, or an issue with the DNS server itself.
Reference: Troubleshooting DNS issues is a crucial skill in cloud management, as DNS plays a fundamental role in network
connectivity and access to resources. It is covered under Cloud Concepts in the CompTIA Cloud+ curriculum.

NEW QUESTION # 189 
A cloud networking engineer is troubleshooting the corporate office's network configuration. Employees in the IT and operations
departments are unable to resolve IP addresses on all devices, and the IT department cannot establish a connection to other
departments' subnets. The engineer identifies the following configuration currently in place to support the office network:

Each employee needs to connect to the network with a maximum of three hosts. Each subnet must be segregated, but the IT
department must have the ability to communicate with all subnets. Which of the following meet the IP addressing and routing
requirements? (Select two).

A. Modifying the BYOD policy to reduce the volume of devices that are allowed to connect to the corporate network
B. Modifying the subnet mask to 255.255.255.128 for the IT and operations departments
C. Modifying the subnet mask to 255 255 254.0 for IT and operations departments
D. Configuring static routing to allow access from 10.1.30.1 to each subnet
E. Configuring static routing to allow access from each subnet to 10.1.40.1
F. Combining the subnets and increasing the allocation of IP addresses available to support three hosts for each employee

Answer: B,D

Explanation:
To meet the requirements of allowing the IT department to communicate with all subnets while keeping each department segregated
and ensuring a maximum of three hosts per employee, two actions are required. First, configuring static routing from the IT subnet
(10.1.30.1) to each of the other subnets would establish the necessary connectivity. Second, modifying the subnet mask to
255.255.255.128 for the IT and operations departments would provide the needed number of host addresses while maintaining
subnet segregation.
Reference: This solution is based on networking and subnetting principles, which are part of the foundational knowledge for cloud
networking within the CompTIA Cloud+ framework.

NEW QUESTION # 190 
Five thousand employees always access the company's public cloud-hosted web application on a daily basis during the same time
frame. Some users have been reporting performance issues while attempting to connect to the web application Which of the
following is the best configuration approach to resolve this issue?

A. Scale horizontally based on a schedule



B. Scale horizontally based on an event
C. Scale vertically based on a load.
D. Scale vertically based on a trend.

Answer: A

Explanation:
For a web application accessed by a large number of employees daily during the same time frame, the best configuration approach
to resolve performance issues is to scale horizontally based on a schedule. This means adding more server instances to handle the
load during known peak times.References: Cloud resource scaling strategies, including scheduled horizontal scaling, are discussed in
the CompTIA Cloud+ curriculum under cloud management and optimization.

NEW QUESTION # 191 
An administrator is creating a cron job that shuts down the virtual machines at night to save on costs. Which of the following is the
best way to achieve this task?

A. 

B. 

C. 

D. 

Answer: A

Explanation:
Option C is the correct script for shutting down virtual machines that are currently running. It iterates through a list of VMs, checks if
the status of each VM is 'running', and if so, proceeds to shut down the VM. The script then prints a message stating that the VM
has been stopped. This approach ensures that only VMs that are actively running are targeted for shutdown, optimizing resource
utilization and cost savings.

NEW QUESTION # 192 
Which of the following is a direct effect of cloud migration on an enterprise?

A. Compatibility issues must be addressed on premises after migration.
B. Cloud solutions will require less resources than on-premises installations.
C. The enterprise must reorganize the reporting structure.
D. Utility costs will be reduced on premises.



Answer: D

Explanation:
Cloud migration typically results in a reduction of on-premises utility costs because the physical infrastructure requirements, such as
power and cooling, are transferred to the cloud provider. This shift can lead to significant savings in utility expenses for the
enterprise. References: CompTIA Cloud+ Guide to Cloud Computing (ISBN: 978-1-64274-282-2)

NEW QUESTION # 193
......
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