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Ping Identity Certified Professional - PingAccess Sample Questions (Q27-
Q32):
NEW QUESTION # 27 
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
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CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins to*and enable the Allow Credentials option
B. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
C. Allowed Origins to*.anycompany.comand disable the Allow Credentials option
D. Allowed Origins value for each of the listed domains

Answer: B

Explanation:
To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.
The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.
Exact Extract:
"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."
* Option Ais incomplete - multiple values are possible, but in this case onlywww.anycompany.comis required.
* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.
* Option Cis insecure -*with credentials is disallowed by CORS specifications.
* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.
Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 28 
The application team is requesting step-up authentication only for a few specific resources while maintaining previous authentication
for other resources. What change would the administrator need to make?

A. Change the Context Root
B. Authentication Challenge Policy
C. Use context root as reserved resource base path
D. Manual Resource Ordering

Answer: B

Explanation:
To enforcestep-up authenticationfor selected resources, PingAccess usesAuthentication Challenge Policies
. These policies allow different challenge methods to be applied depending on the resource.
Exact Extract:
"Authentication challenge policies define how PingAccess challenges users for authentication and are often applied when step-up
authentication is required for specific resources."
* Option A (Authentication Challenge Policy)is correct - it ensures only certain resources trigger step- up MFA.
* Option Bis incorrect; the reserved resource base path is unrelated to authentication.
* Option Cis incorrect; changing the context root just changes the URL path prefix.
* Option Dis incorrect; manual ordering of resources is unrelated to enforcing MFA.
Reference:PingAccess Administration Guide -Authentication Challenge Policies

NEW QUESTION # 29 
An application owner would like customized errors for rule violations within an application. Where is this configured?

A. Within the Root Resource of the Application
B. When combining Rules into Rule Sets
C. When assigning a Rule to a Resource
D. Within the Rule definition

Answer: A

Explanation:
PingAccess allows administrators to configurecustom error pages or messagesat theRoot Resource levelof an application. This
ensures that when rule violations (e.g., authorization failures) occur, the application can display tailored error responses.
Exact Extract:



"Custom error handling for rule violations is configured within the Root Resource of an application."
* Option Ais incorrect - assigning a rule to a resource does not allow defining custom errors.
* Option Bis correct - the Root Resource is where administrators define custom error handling for the entire application.
* Option Cis incorrect - Rule Sets only combine rules; they do not handle error responses.
* Option Dis incorrect - individual rule definitions do not contain custom error configurations.
Reference:PingAccess Administration Guide -Configuring Application Resources and Error Handling

NEW QUESTION # 30 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. Requests to this resource are not logged, and Identity Mappings are applied.
B. The resource requires no further authentication, and no rules will apply.
C. The resource requires no further authentication, and Identity Mappings still apply.
D. The resource requires no further authentication, and all Access Control rules still apply.
E. The resource requires no further authentication, and Processing rules still apply.

Answer: C,E

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:
"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 31 
What is the purpose of the Mutual TLS Site Authenticator?

A. Allows PingAccess to authenticate to the backend server
B. Allows the backend server to authenticate to PingAccess
C. Allows the user to authenticate to the backend server
D. Allows PingAccess to authenticate to the token provider

Answer: A

Explanation:
Mutual TLS (mTLS) is used to establishtwo-way authenticationwhere both the client and the server present certificates to prove
their identity. In the case of PingAccess, aMutual TLS Site Authenticatoris configured when PingAccess acts as a reverse proxy
making requests to a backend (target) server.
* Exact Extract from PingAccess documentation:
"Mutual TLS site authenticators provide client certificate authentication when PingAccess connects to a backend site. This allows
PingAccess to present its certificate to the target server during the TLS handshake." This means the purpose is forPingAccess
(client) to authenticate itself to the backend server (target resource)when establishing a secure connection.
Why other options are wrong:
* A. Allows the backend server to authenticate to PingAccess
* Incorrect. That's normal server-side TLS authentication (the server presents a cert to the client), not mutual TLS initiated by
PingAccess.
* B. Allows the user to authenticate to the backend server
* Incorrect. End users do not directly use this setting; this is between PingAccess and the backend application server.
* C. Allows PingAccess to authenticate to the backend server
* Correct. This is exactly the definition of a Mutual TLS Site Authenticator in PingAccess.
* D. Allows PingAccess to authenticate to the token provider
* Incorrect. That would involve OIDC/OAuth token exchange and possibly TLS trust, but it's not the role of the Site Authenticator.



Thus, the correct answer isC. Allows PingAccess to authenticate to the backend server.
Reference:PingAccess Administration Guide-Configuring Site Authenticators (Mutual TLS).

NEW QUESTION # 32
......
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