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KCSA A B & (Q10-Q15):

BRE#10
‘What mformation is stored in etcd?

¢ A. Pod data contained in Persistent Volume Clains (e.g. hostPath).

¢ B. Application logs and monitoring data for auditing and troubleshooting purposes.
¢ C. Sensitive user data such as usernames and passwords.

¢ D. Etcd manages the configuration data, state data, and metadata for Kubernetes.

Ef#: D

A -

* etedis Kubernetes'key-value storeforcluster state.

* Stores: ConfigMaps, Secrets, Pod definitions, Deployments, RBAC policies, and metadata.

* Exact extract (Kubernetes Docs - etcd):

* "eted is a consistent and highly-available key-value store used as Kubernetes' backing store for all cluster data."
* Clarifications:

* B: Logs/metrics are handled by logging/monitoring solutions, not etcd.

* C: Secrets may be stored here but encoded in base64, not specifically "usernames/passwords" as primary use.
* D: Persistent Volumes are external storage, not stored in etcd.

References:

Kubernetes Docs - etcd: https://kubernetes.io/docs/concepts/overview/components/#etcd
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ZR#11
By default, in a Kubeadm cluster, which authentication methods are enabled?

A. OIDC, Bootstrap tokens, and Service Account Tokens

B. X509 Client Certs, Webhook Authentication, and Service Account Tokens
C. X509 Client Certs, Bootstrap Tokens, and Service Account Tokens

D. X509 Client Certs, OIDC, and Service Account Tokens

IEf: C

TR

* In akubeadm cluster, by default the API server enables several authentication mechanisis:

* X509 Client Certs: Used for authenticating kubelets, admins, and control-plane components.

* Bootstrap Tokens: Temporary credentials used for node bootstrap/joining clusters.

* Service Account Tokens: Used by workloads in pods to authenticate with the API server.

* Exact extract (Kubernetes Docs - Authentication):

* "Kubernetes uses client certificates, bearer tokens, an authenticating proxy, or HTTP basic auth to authenticate API requests."
* "Bootstrap tokens are a simple bearer token that is meant to be used when creating new clusters or joining new nodes to an
existing cluster."”

* "Service accounts are special accounts that provide an identity for processes that run in a Pod." References:

Kubernetes Docs - Authentication: https//kubernetes.io/docs/reference/access-authn-authz/authentication/ Kubeadm - TLS
Bootstrapping: https//kubernetes.io/docs/reference/access-authn-authz/bootstrap-tokens/

HP #12
You are responsible for securing thekubeletcomponent in a Kubernetes cluster.

Which of the following statements about kubelet security is correct?

A. Kubelet supports TLS authentication and encryption for secure communication with the API server.
B. Kubelet does not have any built-in security features.

C. Kubelet runs as a privileged container by default.

D. Kubelet requires root access to interact with the host system.

EfE: A

fi .-

* Thekubeletis the primary agent that runs on each node in a Kubernetes cluster and commumicates with the control plane.

* Kubeletsupports TLS (Transport Layer Security)for both authentication and encryption when interacting with the API server. This
is a core security feature that ensures secure node-to-control-plane communication.

* Incorrect options:

* (A) Kubelet does not run as a privileged container by default; it runs as a system process (typically systemd-managed) on the host.
* (B) Kubelet does include built-in security features such asTLS authentication, authorization modes, and read-only vs secured
ports.

* (D) While kubelet interacts with the host system (e.g., cgroups, container runtimes), it does not inherently require root access for
commumnication security; RBAC and TLS handle authentication.

References:

Kubernetes Documentation - Kubelet authentication/authorization

CNCEF Security Whitepaper - Cluster Component Security (discusses TLS and mutual authentication between kubelet and API
server).

HH #13
Is it possible to restrict permissions so that a controller can only change the image of'a deployment (without changing anything else
about i, e.g., environment variables, commands, replicas, secrets)?

A. Yes, by granting permission to the /image subresource.

B. Yes, with a 'managed fields' annotation.

C. Not with RBAC, but it is possible with an admission webhook.

D. No, because granting access to the spec.containers.image field always grants access to the rest of the spec object.



IEf: C

RN -

* RBAC in Kubernetesis coarse-grained: it controlsverbs(get, update, patch, delete) onresources(e.g., deployments), butnot
individual fieldswithin a resource.

* There isno /image subresource for deployments(there is one for pods but only for ephemeral containers).

* Therefore, RBAC cannot restrict changes only to the image field.

* Admission Webhooks(mutating/validating)canenforce fine-grained policies (e.g., deny updates that change anything other than
spec.containers| *].image).

* Exact extract (Kubernetes Docs - Admission Webhooks):

* "Admission webhooks can be used to enforce custom policies on objects being admitted." References:

Kubernetes Docs - RBAC: https//kubernetes.io/docs/reference/access-authn-authz/rbac/ Kubernetes Docs - Admission
Webhooks: https:/kubernetes.io/docs/reference/access-authn-authz

/extensible-admission-controllers/

HM #14
An attacker compromises a Pod and attempts to use its service account token to escalate privileges within the cluster. Which

Kubernetes security feature is designed tolimit what this service account can do?

¢ A. PodSecurity admission

¢ B. RuntimeClass

¢ C. Role-Based Access Control (RBAC)
¢ D. NetworkPolicy

Ef#: C

BRI :

* When a Pod is created, Kubernetes automatically mounts aservice account tokenthat can authenticate to the API server.
* TheRole-Based Access Control (RBAC)system defines what actions a service account can perform.

* By carefully restricting Roles and RoleBindings, administrators limit the blast radius of a compromised Pod.

* Incorrect options:

* (A)PodSecurity admissionenforces workload-level security settings but does not control API access.

* (B)NetworkPolicycontrols network communication, not API privileges.

* (D)RuntimeClassselects container runtimes, unrelated to privilege escalation through API tokens.

References:

Kubernetes Documentation - Using RBAC Authorization

CNCEF Security Whitepaper - Identity & Access Management: limiting lateral movement by constraining service account
permissions.
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