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o Secure Access: This domain examines SASE and SSE architectures, security challenges for data and
applications including Al tools, and technologies like Secure Web Gateway, CASB, DLP, Remote

FEY 71
7 Browser Isolation, SD-WAN, and Prisma SASE solutions.
¢ Network Security: This domain addresses network protection through Zero Trust Network Access,
firewalls, microsegmentation, and security technologies like IPS, URL filtering, DNS security, VPN, and
. SSL
FEY 72

e TLS decryption, plus OT
e JoT concerns, NGFW deployments, Cloud-Delivered Security Services, and Precision Al.

o Cybersecurity: This domain covers foundational security concepts including AAA framework, MITRE
FEy 23 ATT&CK techniques, Zero Trust principles, advanced persistent threats, and common security
technologies like IAM, MFA, mobile device management, and secure email gateways.

Palo Alto Networks Cybersecurity Practitioner 55X Cybersecurity-
Practitioner 3B & (Q213-Q218):

R #213
Which technology secures software-as-a-service (SaaS) applications and network data, and also enforces compliance policies for
application access?

A. URL filtering
B. CASB

C. DNS Security
D. DLP

IEf#: B

fi .-

A Cloud Access Security Broker (CASB) secures SaaS applications and network data by providing visibility, data security, threat
protection, and compliance enforcement. It acts as a control point between users and cloud service providers to enforce security
policies.

R #214
In an IDS/IPS, which type of alarm occurs when legitimate traffic is improperly identified as malicious traffic?

A. True-negative
B. False-positive
C. True-positive

D. False-negative

Ef@E: B

At :

In anti-malware, a false positive incorrectly identifies a legitimate file or application as malware. A false negative incorrectly identifies
malware as a legitimate file or application. In intrusion detection, a false positive incorrectly identifies legitimate traffic as a threat, and
a false negative incorrectly identifies a threat as legitimate traffic.

B #215
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On which security principle does virtualization have positive effects?

¢ A non-repudiation
¢ B. availability

e C. integrity

¢ D. confidentiality

Ef#: B

fiR e«

Virtualization improves the availability of IT systems and resources by enabling features such as12:

Resource optimization: Virtualization allows multiple virtual instances to share the same physical infrastructure, reducing hardware
costs and increasing resource utilization.

Scalability: Virtualization enables rapid provisioning and deprovisioning of virtual instances, allowing organizations to scale up or
down their IT capacity according to demand.

Disaster recovery: Virtualization facilitates backup and replication of virtual instances, allowing organizations to restore their IT
systerns and data in the event of a disaster or outage.

Fault tolerance: Virtualization supports high availability and load balancing of virtual instances, ensuring that IT systerms and services
remain operational even if one or more virtual instances fail. Reference: Virtualization Benefits: How Virtualization Improves
Efficiency and Security | VMware, Virtualization Security - A Complete Guide - CyberExperts.com

M #216
Which Palo Alto Networks product provides playbooks with 300+ multivendor mtegrations that help solve any security use case?

o A. Cortex XSOAR
e B. Prisma Cloud
e C. Cortex XDR

e D. AutoFocus
FfE: A
fR .-

SOAR tools ingest aggregated alerts from detection sources (such as SIEMs, network security tools, and mailboxes) before
executing automatable, process-driven playbooks to enrich and respond to these alerts.
https//www.paloaltonetworks.conycortex/security-operations-automation

R #217
Which two processes are critical to a security information and event management (SIEM) platform? (Choose two.)

A. Prevention of cvbersecurity attacks

B. Ingestion of log data

C. Automation of security deployments
D. Detection of threats using data analysis

IEf#: B. D

AR

Detection of threats using data analysis - SIEM platforms analyze collected data to identify suspicious patterns and detect threats.
Ingestion of log data - SIEM systens collect and centralize log data from various sources, which is essential for analysis, correlation,
and alerting,

Automation and prevention are more aligned with SOAR and firewall/EDR finctionalities, not the core operations of SIEM.
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