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R #15

Which of the following are essential tools for malware analysis on macOS?
(Choose Two)

Response:

A. Finder

B. Keychain Access
C. Terminal

D. Activity Monitor

IEf#: C. D

HH#16
Which command allows security analysts to capture and analyze network packets directly on a macOS device?
Response:

A. netstat

B. tcpdump
C. ifconfig
D. traceroute

IEf#: B

HE#17

‘Which macOS applications/tools are essential for a digital forensics toolkit?
(Choose Three)

Response:

A. Mail

B. Console
C. Termmal
D. Disk Utility
E. Safari

IEf#: B. C. D

B #18
How can an attacker exploit a misconfigured container?
Response:

A. By increasing system memory
B. By reducing network latency
C. By accessing sensitive data
D. By installing antivirus software

EfE: C

B #19
What are effective practices for mamtaining enterprise visibility to support incident scoping?
Response:

e A Regular data purging to free up storage space



¢ B. Periodic manual audits of security settings
¢ (. Continuous monitoring of network traffic
¢ D. Integrating SIEM solutions for real-time analysis
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