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Refer to the exhibit.
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An Azure Route Server and an active-passive FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) have
been deployed successfully and they are sharing and populating BGP routes in the Protected VNet.

A Limix server has been deployed in a new VNet spoke. It is expected that Azure Route Server should inject the FortiGate BGP
routes into the Linux server but that failed.

How can you diagnose the problem?

A. Verify the BGP setup on Azure Route Server

B. Review FortiGate BGP neighbors

C. Monitor effective routes on the Azure network interface (NIC) of the Linux server
D. Linux server doesn't support BGP negotiation with Azure Route Server

Ef#: C

et

TheLinux server in the spoke VNet cannot directly peer BGP with the Azure Route Server, as it is not a BGP-enabled device.
Instead, Azure propagates routes to VMs through the effective route tables associated with theimetwork interfaces (NICs).
Therefore, to diagnose why BGP routes are notreaching the Linux VM, you shouldmonitor the effective routes on the NICto verify if
the routes from the FortiGate (via the Route Server) are being injected properly.

HM #16

‘When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.

‘Which two resources, among others, are created during the process? (Choose two.)

e A. One new route table

e B. One VM Scale set

e C. Two virtual NICs

e D. One NSG for each interface

iFfE: C. D
fR G


https://www.passtest.jp/FCP_ZCS-AD-7.4-mondaishuu.html

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public nterface and one for the internal/private interface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

HE#17
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By establishing dedicated private connections to Azure data centers
B. By relying on load balancing to dynamically optimize latency

C. By using public internet connections for enhanced routing flexibility
D. By prioritizing Azure ExpressRoute traffic over other network traffic

Ef#: A

R -

Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

B #18
Which additional features does Azure Firewall Premium offer compared to Azure Firewall Standard?

¢ A. Advanced DDoS protection and VPN diagnostics
¢ B. Antivirus detection and Al prevention capabilities
e C. Content filtering and threat ntelligence integration
¢ D. Enhanced URL filtering and web categories

Ef: A

L2

Azure Firewall Premiumincludes advanced features not available in the Standard tier, such asenhanced URL filtering and web
categories, TLS inspection,IDPS (intrusion detection and prevention system), and support forprivate certificate authorities. These
enable more granular and secure traffic inspection and control.

B #19
Refer to the exhibits.



sONdebugoutput = :RTINET

azr: sdn connector settings LABSDN updated

azr: update sdn connector LABSDN status to enabled

azr: sdn connector settings LABSDN updated

azd sdn connector LABSDN prepare to update

azd sdn connector LABSDN getting token

token size: 1386

token expire in: 3600 seconds

azd sdn connector LABSDN start updating

azd sdn connector LABSDN start updater process 2832

azd sdn connector LABSON found 3 NICs from Azure

azd sdn connector LABSDN get page 1 of vm list

azd vm list page size: 2

azd sdn connector LABSDN found 2 VMs from Azure

azd sdn connector LABSDN start updating IP addresses

azd checking firewall address object UbuntuServer, vd @
address UbuntuServer num change 8/1, new ip list:
172.16.2.4

azd checking firewall address object webServer, vd @

azd sdn connector LABSDN finish updating IP addresses

azd reap child pid: 2832

Dynamic firewall address status

Address . webServer
Type Dynamic

Sub Type Fabric Connector Address
FESETIAET O ALABSON

Filter category=windows

Interfage 0 any

References 0

= View Matched Addresses




Jynamic nrewaill agaress status

NAARBSDN

L any
e . FaRTINET
s= View -_:_...._.,_"_..,.._..,D

Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.

The debug output shows that one IP address can be resolved successfully, but the second is empty.

Which steps could you perform to correct the misconfiguration? (Choose all that apply.)

A. Verify the NSG for the target VM

B. Verify the Microsoft Entra ID role assignment access rights
C. Verify the tags on the target VM

D. Verify the filter used for the dynamic firewall address

E. Check for a mistyped Microsof Entra ID subscription

iFf@E: C. D

fEEL:

The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.

Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.

Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.
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