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HH #69
Which profiles can the user use to configure malware protection in the Cortex XDR console?

A. Malware Detection profile
B. Malware Protection profile
C. Anti-Malware profile

D. Malware profile

IEf#: B

TR

The user can use the Malware Protection profile to configure malware protection in the Cortex XDR console. The Malware
Protection profile defines the actions that Cortex XDR takes when it detects malware on your endpoints. You can configure different
actions for different types of malware, such as ransomware, password theft, or child process. You can also configure the scan
frequency and scope for periodic malware scans. The Malware Protection profile is part of the Endpoint Security policy that you
assign to your endpoints. Reference:

Malware Protection Profile

Endpoint Security Policy

B #70
Which license is required when deploying Cortex XDR agent on Kubernetes Clusters as a DaemonSet?

A. Cortex XDR Pro per TB

B. Cortex XDR Cloud per Host
C. Host Insights

D. Cortex XDR Pro per Endpoint

iIFf@g: B

fEE L2

When deploying Cortex XDR agent on Kubernetes clusters as a DaemonSet, the license required is Cortex XDR Cloud per Host.
This license allows you to protect and monitor your cloud workloads, such as Kubernetes clusters, containers, and serverless
functions, using Cortex XDR. With Cortex XDR Cloud per Host license, you can deploy Cortex XDR agents as DaemonSets on
your Kubernetes clusters, which ensures that every node in the cluster runs a copy of the agent. The Cortex XDR agent collects and
sends data from the Kubernetes cluster, such as pod events, container logs, and network traffic, to the Cortex Data Lake for
analysis and correlation. Cortex XDR can then detect and respond to threats across your cloud environment, and provide visibility
and context into your cloud workloads. The Cortex XDR Cloud per Host license is based on the number of hosts that run the
Cortex XDR agent, regardless of the number of containers or flinctions on each host. A host is defined as a virtual machine, a
physical server, or a Kubernetes node that runs the Cortex XDR agent. You can read more about the Cortex XDR Cloud per Host
license and how to deploy Cortex XDR agent on Kubernetes clusters herel and here2. Reference:

Cortex XDR Cloud per Host License

Deploy Cortex XDR Agent on Kubernetes Clusters as a DaemonSet

ZRE#71
Which statement best describes how Behavioral Threat Protection (BTP) works?

A. BTP matches EDR data with rules provided by Cortex XDR.

B. BTP uses machine Learning to recognize malicious activity even if it is not known.
C. BTP mjects nto known vulnerable processes to detect malicious activity.

D. BTP runs on the Cortex XDR and distributes behavioral signatures to all agents.

IEf#: B

A -

The statement that best describes how Behavioral Threat Protection (BTP) works is D, BTP uses machine learning to recognize
malicious activity even if it is not known. BTP is a feature of Cortex XDR that allows you to define custom rules to detect and block
malicious behaviors on endpoints. BTP uses machine learning to profile behavior and detect anomalies indicative of attack. BTP can



recognize malicious activity based on file attributes, registry keys, processes, network connections, and other criteria, even if the
activity is not associated with any known malware or threat. BTP rules are updated through content updates and can be managed
from the Cortex XDR console.

The other statements are incorrect for the following reasons:

A is incorrect because BTP does not inject into known vulnerable processes to detect malicious activity. BTP does not rely on
process njection, which is a technique used by some malware to hide or execute code within another process. BTP monitors the
behavior of all processes on the endpoint, regardless of their vulnerability status, and compares them with the BTP rules.

B is incorrect because BTP does not run on the Cortex XDR and distribute behavioral signatures to all agents. BTP runs on the
Cortex XDR agent, which is installed on the endpoint, and analyzes the endpoint data locally. BTP does not use behavioral
signatures, which are predefined patterns of malicious behavior, but rather uses machine learning to identify anomalies and deviations
from normal behavior.

C is incorrect because BTP does not match EDR data with rules provided by Cortex XDR. BTP is part of the EDR (Endpoint
Detection and Response) capabilities of Cortex XDR, and uses the EDR data collected by the Cortex XDR agent to perform
behavioral analysis. BTP does not match the EDR data with rules provided by Cortex XDR, but rather applies the BTP rules
defined by the Cortex XDR admmnistrator or the Palo Alto Networks threat research team.

Reference:

Cortex XDR Agent Administrator Guide: Behavioral Threat Protection

Cortex XDR: Stop Breaches with Al-Powered Cybersecurity

H #72
What is the purpose of the Cortex Data Lake?

A. the workspace for your Cortex XDR agents to detonate potential malware files
B. alocal storage facility where your logs and alert data can be aggregated

C. the interface between firewalls and the Cortex XDR agents

D. a cloud-based storage facility where your firewall logs are stored

Ef#: D

R :

The purpose of the Cortex Data Lake is to provide a cloud-based storage facility where your firewall logs are stored. Cortex Data
Lake is a service that collects, transforms, and integrates your enterprise's security data to enable Palo Alto Networks solutions. It
powers Al and machine learning, detection accuracy, and app and service innovation. Cortex Data Lake automatically collects,
integrates, and normalizes data across your security infrastructure, including your next-generation firewalls, Prisma Access, and
Cortex XDR. With unified data, you can run advanced Al and machine learning to radically simplify security operations with apps
built on Cortex. Cortex Data Lake is available in multiple regions and supports data residency and privacy requirements. Reference:
Cortex Data Lake - Palo Alto Networks

Cortex Data Lake - Palo Alto Networks

Cortex Data Lake, the technology behind Cortex XDR - Palo Alto Networks CORTEX DATA LAKE - Palo Alto Networks
Sizing for Cortex Data Lake Storage - Palo Alto Networks

R #73
What functionality of the Broker VM would you use to ingest third-party firewall logs to the Cortex Data Lake?

A. Pathfinder

B. Netflow Collector
C. Syslog Collector
D. DB Collector

IEf: C

AR :

The Broker VM is a virtual machine that acts as a data broker between third-party data sources and the Cortex Data Lake. It can
ingest different types of data, such as syslog, netflow, database, and pathfinder. The Syslog Collector functionality of the Broker VM
allows it to receive syslog messages from third-party devices, such as firewalls, routers, switches, and servers, and forward them to
the Cortex Data Lake. The Syslog Collector can be configured to filter, parse, and enrich the syslog messages before sending them
to the Cortex Data Lake. The Syslog Collector can also be used to ingest logs from third-party firewall vendors, such as Cisco,
Fortinet, and Check Point, to the Cortex Data Lake. This enables Cortex XDR to analyze the firewall logs and provide visibility and
threat detection across the network perimeter. Reference:



Cortex XDR Data Broker VM
Syslog Collector
Supported Third-Party Firewall Vendors
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