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e Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-

FEY 21 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area

networks using [Psec technologies.
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¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show

FEY 72
7 proficiency in defining criteria to monitor and maintain network performance and reliability.
¢ Rules and Routing; Targeted at network engineers, this section assesses the ability to configure SD-WAN
FEY 23 rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

SD-WAN infrastructure.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
FEw 24 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.
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A #56
Refer to the exhibit. Which statement best describe the role of the ADVPN device in handling traffic?

ike V=root:0:HUB1-VEN1:0: received informational raquest

ike V=root:0:HUB1-VPN1:0: processing notify type SHORTCUT QUERY
ike V=root:0:HUB1-VPNl: recv shortcut-guery 16573251835242579210
cf£f150d4ed109a548/0000000000000000 192.2.0 14 0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttdl i nft OWpeP™ 2 mode 0 network-id 1

= V= ;& EE?}T: JNfy AW 0.1 .101->10.0.3.101 0 route lookup
Gimbatd 1, bhehd

ike V=root:0:HUBLl-VWNl: shortcut-query received from 192.2.0.1:500,
local-nat=yes, peer-nat=no
ike V=root:0:HUB1-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

A. This is a hub that has received a shortcut query froma spoke and has forwarded it to another spoke.
B. This is a spoke that has received a shortcut query froma remote hub.

C. This is a hub, and two spokes, 192.2.0.1and 10.0.3.101, establish a shortcut.

D. This is a spoke that has received a direct shortcut query froma remote spoke.

Ef#: A
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Shortcut Debug—forward shortcut-query

* Hub output—hub receives shortcut query from spoke1 and forwards it to spoke2:

ike Veroot
ike Veroot
ike Versot
10.0.1.101
ike Veroot
ike V=root
ike Vmroot

:0:vPHl_0:13: received informational request

:0:vPH1_0:13: processing notify type SHORTCUT QUERY

:0:vPHl_0: reov shortcut-quary 13073782754578682520 3457£4%837d92£61/0000000000000000 192.2.0.1
t2048=2>10.0.2.101:0 0 pask &4 ppk 0 vl 32 nat 0 wver 2 moda 0 marwork-id 1

:0:VPNL: f£if 20 10.0.1.101=->10.0.2.101 0 route lookup oif 20WPNL gwy 192.168.1.2

:0: shared dev tunnel lookup, tun-id=192.168.1.2

:0:VEN1_1: forward shorteut-query 13079782794578682520 3457£d98374592£61/0000000000000000

192.2.0.1 10.0.1.101=->10.0.2.101 0 pak 64 ppk 0 ttl 31 ver 2 mode 0, ext-mapping 192.2.0.1:0, network-id 1

FiERTINET
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The hub receives the shortcut query from sp%ﬁd‘“ I:'HE T

B #57
Refer to the exhibit.
SD-WAN Network Topology ==RTINET.
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Refer to the exhibit.

You want to configare SD-WAN on a network as shown in the exhibit.

The network contains many FortiGate devices. Some are used as NGFW, and sone are installed with extensions such as
FortiSwitch. FortiAP. or Forti Ex tender.

What should you consider when planning your deployment?

¢ A Youcanbuild an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti Extender.
¢ B. You must use FortiManager to manage your SD-WAN topology.



¢ C. Younuwst build multiple SD-WAN topologies. Each topology must contain only one type of extension.
¢ D. Youcan build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

IEf#: D

B #58
Refer to the exhibit that shows a diagnose output on FortiGate.
pke_fgt # dia & s s&ion

Session head(jfk-E-TIUB.l:l}
(1) sService ID(3), last access(4136110), remote healsh ‘¢heck info (3)

Selected path: local (HUB1-VPN1l, portl) gw: 192.2.0.% remote IP: 203.0.113.1
(192.168.1.2)

Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss:™0.000000 mos: 4.403007 sla: 0Ox1
cost: 0 remote gw: HUB1-VPN1 transport_gfioum: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipv4: 203.0.113.1(192..‘16"8.1.2} ipvé
::1bc2(20e6:7el0c:fe7£:0:1c:256d: 48%:Abc?)

2: latency: 1.725933 jitter: 0.469833 pktloss: 0.000000 mos: 4.403073 sla: Ox1
cost: 0 remote gw: HUB1-VPN2 t¥ansport_group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipvd: 20340.198.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6f:0801ks6c20:636£(7374:2830:292¢c:2073:6563:7465:6400)

3: latency: 1.240333 jyttex? 0.269700 pktloss: 0.000000 mos: 4.403513 sla: 0x1
cost: 0 remote gw: HUB1-Y¥PN3 transport_group: 0 bandwidth up: 9999999 down:
9999999 bidirection: 19999998 ipv4: 172.16.0.9(192.168.1.130)

Based on the output shown in the exhibit, what can you say about the device role and how it handles health checks?

e A The device is a spoke. It receives health-check measures for the tunnels of another spoke.

e B. The device is a hub. It receives health-check measures for the tunnels of a spoke.

e C. The device is a spoke. It provides embedded health-check measures for each tunnel to the hub.

e D. The device is a hub. It receives embedded health-check measures for each tunnel from the spoke.

Rt




Monitor Remote Spoke WAN Link Information

« Diagnostic command available on the local spoke to view the remote spoke WAN link
details received: diagnose sys sdwan advpn-session

branchl_fgt # diag sys sdwan advpn-session
Session headlbranch2 fgt—O—HUBl:li

Selected path: local (HUB1-VPN1l, portl) gw: 192.2.0.1 remote IP: 203.0.113.1(192.168.1.2)
Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss: 0.000000 mos: 4.403007

gw: HUB1-VPNl transport_group: 1 bandwidth up: 10239 down: 10239

ipv4: 203.0.113.1(192.168.1.2) ipv6 ::1bc2(20e6:Telc:fe7f:0:1c:2

2: latency: 1.725933 jitter: 0.469833 pktloss: 0.000000 mos: 4.403073 sla: Oxl

gw: HUB1-VPN2 transport_group: 1 bandwidth up: 10239 down: 10239 bidirectipn&mf

ipvd: 203.0.113.9(192.168.1.66) ipveé
6465:7228:3229:2c20:6c6£:6361:6c20:636£(7374:2830:292¢c:2073: 656 Tﬁ?ggd

3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 mos: g sia: i'i)xl cost: 0 remote

gw: HUB1-VPN3 transport_group: 0 bandwidth up: 9999938ndown: 99998§4b§61rect10n 19999998
ipvd: 172.16.0.9(192.168.1.130) ipvé ::(::)
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You can use the command diagnose sys sdwan advpn-session to view the WAN link information that
the local spoke received from the remote spoke, as shown on this slide.

FortiGate refreshes the link performance details every 5 seconds with information received from its remote
peer.

Note that this command provides no results for shortcuts that do not require SLA monitoring. FortiGate
displays the output only for shortcuts associated with best quality or lowest cost (SLA) rules.

4 4 474 »l

B #59
Exhibit.



SD-WAN zones ===RTINET

SD-WAN Zones SD-WAN Rules Performance SLAs
HELSIUGIGE Volume Sessions
Download
B portl
E port2
B portd
B HUB1-VPN1
B HUB1-VPN2
B HuB1-VPN3
[ + Create N-'W'_ & Edit g
= 75 % %
Interfaces = 1 Gateway <
& virtuakwan-lipk
L+ i underiay
=] & HuB1
®* A HUB1-VPN1 0.0.00
* [ HUB1-VPN2 0.0.00
® [ HUB1-VPN3 0.0.0.0
o & overlay-shops
4] & overlay-factories

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude about the zone
and member configuration on this device?

A. You can delete the virtual-wan-Iink zones.

B. The overlay-factories zone contains no member.

C. The underlay zone contains three members.

D. You can move HUB1-VPN3 from the HUBI1 zone to the overlay-shops zone.

Ef#: B

P #60

Refer to the exhibit. Two hub-and-spoke groups are connected through redundant site-to-site [Psec VPNs between Hub 1 and Hub
2.

Which two configuration settings are required for the spoke Al to establish an ADVPN shortcut with the spoke B2? (Choose two.)
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Region A Region B

A. On hubs, auto-discovery-receiver must be enabled on the [Psec VPN to spokes.
B. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPN to hubs.
C. On hubs, auto-diacovery-sender must be enabled on the IPsec VPN to spokes

D. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPN to spokes.

Ef#: B. C
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