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¢ Configure Performances SLAs: Designed for network admmistrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.
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¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
=x 2 rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN mfrastructure.

¢ Centralized Management: This domamn evaluates network administrators’ competence in deploying and
=3 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
M 4 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.
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HAE #59

Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl _fgt generates traffic to
the 10.0.0.0/8 network.

The admmistrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPNI.

However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

A. HUB1-VPN3 has a higher member configuration priority than HUBI-VPNI1.

B. HUBI-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI.

C. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
D. HUBI-VPNI does not have a valid route to the destination

: AB
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You are planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN between the spokes.
Some remote sites use FortiSASE to connect to the company's SD-WAN hub. Which overlay routing configuration should you use?

A. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing,
B. BGP per overlay with dynamic BGP for ADVPN shortcut routing.

C. BGP on loopback with [Psec phase2 selectors for ADVPN shortcut routing,

D. BGP on loopback with dynamic BGP for ADVPN shortcut routing.

H": D
=L R

For a large-scale SD-WAN deployment (such as 1000 spokes) where ADVPN shortcut routing is required and some remote sites
connect via FortiSASE, the recommended overlay routing configuration is BGP running on loopback interfaces, combined with
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dynamic BGP for ADVPN shortcut routing. This design leverages the scalability and resilience of BGP, allowing dynamic discovery
and route exchange necessary for shortcut tunnels between spokes in ADVPN environments. Using loopback interfaces for BGP
peering is considered best practice because it decouples routing protocol stability from physical link status, ensuring that if a physical
underlay interface fails, the BGP session remains up as long as there's an alternate path. With dynamic BGP, each spoke can
efficiently learn the routes to other spokes and dynamically establish shortcuts, which is critical at this scale. This method also
integrates smoothly with FortiSASE for remote connectivity to the SD-WAN hub, providing flexibility and centralized management.
References:

[FCSS SDW_AR-7.4 1-0.docx Q6]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Scalable Routing with BGP on Loopback and ADVPN Shortcuts" Fortinet
SD-WAN Concept Guide, "Overlay Routing Designs for Large Deployments"
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Refer to the exhibit. You want to configure SD-WAN on a network as shown in the exhibit. The network contains many FortiGate
devices. Some are used as NGFW, and some are mstalled with extensions such as FortiSwitch, FortiAP or FortiExtender. What
should you consider when planning your deployment?

A. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.

B. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with FortiExtender.
C. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

D. Youmust use FortiManager to manage your SD-WAN topology.

HY:. B
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FortiGate devices with FortiExtender can act as hubs in an SD-WAN topology. FortiGate supports SD-WAN mtegration across
diverse setups - including those using FortiSwitch, FortiAP, and FortiExtender - as long as the topology and roles are properly
defined.

EE #62
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL. What can you conclude about the zone
and member configuration on this device?

A. The underlay zone contains three members.

B. You can delete the virtual-wan-link zones.

C. The overlay-factories zone contains no member.

D. You can move HUB1-VPN3 from the HUB1 zone to the overlay-shops zone.

HE. C
A,

The overlay-factories zone is shown with a red icon, indicating that it has no members assigned to it, unlike the other zones which are
expandable and show member interfaces.

EE #63

SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Routing

B. Firewall policies
C. Interfaces

D. Security profiles
E. Traffic shaping

: AB,C
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Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements must be present. The guide states:
"SD-WAN is not a standalone feature and interacts with several fundamental FortiGate configurations.

Specifically, you must: (1) Define the interfaces (physical, VLAN, or [Psec) that will act as SD-WAN memnbers, (2) Create firewall
policies to allow traffic to be steered by SD-WAN, and (3) Set up routing so that traffic has valid routes via SD-WAN memnbers.
Without these, SD-WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are not mandatory
for basic SD-WAN steering but can be layered on for enhanced security and QoS once foundational elements are present.
References:

[FCSS SDW_AR-7.4 1-0.docx Q16]

FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering
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