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FRE 1

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMalil. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

FE2

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage emil threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

FE3

Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Admmistrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

FE 4

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing mitial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service

continuity.

FES

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.
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R RE #52

While reviewing logs, an administrator discovers that an incoming email was processed using policy IDs0:4:9:
INTERNAL.
Which two statements describe what this policy ID means? (Choose two.)

ER: AB
R RE #53

A. FortiMail is applying the default behavior for relaying nbound email.
B. The email was processed using [P-based policy ID 4.

C. The FortiMail configuration is missing an access delivery rule.

D. Access control policy number 9 was used.

Refer to the exhibit which shows a command prompt output of a telnet command.

> telnet mx

example.com 25

FEZOQOF3IAL500000% . example .. com

‘Which configuration change must you make to prevent the banner from displaying the FortiMail serial number?

A. Change the operation mode

B. Add a protected domain

C. Configure a local domain name
D. Change the host name
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R R #54
Refer to the exhibit, which displays the Mail Settings page of a FortiMail device running in gateway mode.

& SMTPService

SMTP port (25
SMTPS port 465

SMTP over SSLTLS €0 -‘t - O m

SMTPUTFB8 o
s e%

SMTP MS-ApDrl
Authentication SMTP () SMTPS @O SMTPover TLS €D
MTA-STS service | Check EJ(I‘E-I‘naI‘ Donuh / v

I:""E'I‘II-IE'I'
wamwl T N D §

In addition to selecting Check External Domain in the MTA-STS service field, what else must an administrator do to enable MTA-
STS?

A. Enable secure authentication in the associated SMTP authentication profile.
B. Enable MTA-STS action in the appropriate inbound recipient policy.

C. Enable MTA-STS in the associated TLS profile.

D. Enable SMTPUTFS support in the mail server settings.

BER: A
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Refer to the exhibit, which displays an access control rule.

Access Control Rule

Status O
Sender User Defined -

*@example.com

Recipient _User Deﬁned 18t m
Source B/ Netma‘“ 0

Reverse DNS p c
q » chular Exprcssrm

Authentication status | Any - RTI NET

TLS profile —~None-- _ 2 . Y.+ B
Action Relay | ' L -

Comment



What are two expected behaviors for this access control rule? (Choose two.)

A. Email matching this rule will be relayed.

B. Emails must be sent from the 10.0.1.0/24 subnet.

C. Email must originate from an example. com email address.
D. Senders must be authenticated to match this rule.

E&: CD

i /8 #56
Refer to the exhibit, which shows a few lines of FortiMail logs.

Encryption Log Search Task Cross search result: 289Bw5Qf001753 E
Export »
Messape
STARTTLS=server, relay-extsrv [ 100.64.1.99], versionsTLSv 1.3, verify=Gi. diphers TLS AFS 256 GCM_SHAJS4, bits»254/254

from=<extuser@external lab>, size=561, dass=0, nrepts= L migid= < R20907045805. 2894w 5jb00 148 5@external lab>, proto=ESMTF, daemon=SMTP_MTA, relay=extsrv [100.64.1.99]
e T I
ETTE EE N N D D ey
Based on these log entries, which two statements describe the operational status of this FortiMail device?
(Choose two.)

b cesmitp, pri=120541, retay= [ 10,0 1.99], dsn=4.0.0, stst < Deferret Connection timed out with internalllab |

A. The FortiMail device is in gateway or transparent mode.

B. FortiMail is experiencing issues delivering the email to the internal. lab MTA.

C. FortiMail is experiencing issues accepting the connection from the external. lab MTA.
D. The FortiMail device is in server mode.
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