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Which two protocols does PingAccess use for authentication and authorization? (Choose 2 answers. )

A. SAML
B. WS-Trust
C. OIDC

D. OAuth2
E. WS-Fed

Answer: C,D

Explanation:

PingAccess is designed to work with modern identity protocols. It doesnotsupport legacy WS-* protocols directly.

Exact Extract:

"PingAccess integrates with OAuth 2.0 and OpenID Connect (OIDC) to provide authentication and authorization for web and API
resources."

* Option A (SAML)is incorrect - PingAccess does not natively consume SAML assertions; SAML can be used indirectly via
PingFederate.

* Option B (WS-Fed)is not supported.

* Option C (WS-Trust)is not supported.

* Option D (OAuth2)is correct - used for authorization and token validation.

* Option E (OIDC)is correct - used for user authentication and sessions.

Reference:PingAccess Admmnistration Guide -Supported Protocols

NEW QUESTION # 22
An admmnistrator needs to add a set of rules to an application protected by a PingAccess agent. Which rule will be unavailable to
add to the application?

A. Cross-Origin Request
B. Rewrite Cookie Domain
C. Rate Limiting

D. Network Range

Answer: B

Explanation:

PingAccess distinguishes betweengateway rulesandagent rules. Some processing rules, such asRewrite Cookie Domain, only apply
when PingAccess is acting as areverse proxy (gateway), not when protecting applications viaagents.

Exact Extract:

"Rewrite Cookie Domain rules are not supported for agent applications. They are only available for proxied (gateway) applications."
* Option A (Rewrite Cookie Domain)is correct - unavailable with agent applications.

* Option B (Network Range)is available for both agents and gateways.

* Option C (Rate Limiting)is supported on both application types.

* Option D (Cross-Origin Request)is also supported in both.

Reference:PingAccess Administration Guide - Agent vs. Gateway Rules

NEW QUESTION # 23
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
B. Allowed Origins value for each of the listed domains

C. Allowed Origins to*.anycompany.comand disable the Allow Credentials option

D. Allowed Origins to*and enable the Allow Credentials option

Answer: A

Explanation:
To prevent CORS errors, admnistrators must configure aCross-Origin Request (CORS) Processing Rule.
The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to



enableAllow Credentials.

Exact Extract:

"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."

* Option Ais incomplete - multiple values are possible, but in this case ontywww.anycompany.comis required.

* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.

* Option Cis insecure -*with credentials is disallowed by CORS specifications.

* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.

Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 24
An admmistrator needs to configure a protected web application using theAuthorization Codelogin flow.
Which two configuration parameters must be set? (Choose 2 answers.)

A. OpenlID Connect Login Type

B. OAuth Client ID

C. OAuth Token Introspection Endpoint
D. Virtual Host

E. OpenlD Connect Issuer

Answer: A.B

Explanation:

‘When using theAuthorization Code Flowfor authentication, PingAccess must be configured with:

* AnOAuth Client [Dthat identifies the application to the IdP.

* TheOpenID Connect Login Typeset to Authorization Code.

Exact Extract:

"When configuring an OIDC web session, specify the OAuth client ID and select the OpenID Connect login type (Authorization
Code, Hybrid, or Implicit)."

* Option A (OAuth Token Introspection Endpoint)is not required for Authorization Code flow - token introspection is used in other
cases.

* Option B (OAuth Client ID)is correct - required for OIDC authorization requests.

* Option C (OpenID Connect Issuer)is discovered automatically via metadata when you configure the token provider.

* Option D (Virtual Host)is required for application exposure but not specific to OIDC flow.

* Option E (OpenID Connect Login Type)is correct - must be set to "Authorization Code." Reference:PingAccess Administration
Guide -Configuring OIDC Web Sessions

NEW QUESTION # 25
Which two options can be changed in therun.propertiesfile? (Choose 2 answers.)

A. Logging levels

B. URL for heartbeat endpoint

C. Defautlt logs location

D. X-Frame-Options header

E. Operational mode for PingAccess

Answer: AJE

Explanation:

Therun. propertiesfile in PingAccess is the primary configuration file that defines system+level runtime behavior. According to
PingAccess documentation:

* Exact Extract:

"Therun.propertiesfile contains configuration properties for PingAccess, including operational mode, logging levels, admin
authentication fallback, cluster settings, and system defaults." (PingAccess Administrator's Guide -run.properties Reference) From
this, we can determine:

* C. Operational mode for PingAccess#CorrectThe propertypa.operational. modeinrun.properties defines whether the node
operates asSTANDALONE,CLUSTERED CONSOLE, CLUSTERED CONSOLE REPLICA, orCLUSTERED ENGINE.
This is one of the core configurable options.

* E. Logging levels#CorrectProperties such aslog leveland other logging configurations are explicitly defined inrun.properties,



allowing administrators to adjust the verbosity of logs (DEBUG, INFO, WARN, ERROR).

Why the others are incorrect:

* A. Default logs locatior#IncorrectThe log file path is not controlled viarun.properties. It is defined in logdj2.xml, not
inrun.properties.

* B. URL for heartbeat endpoint#IncorrectThe heartbeat endpoint (/pa/heartbeat.ping) is a fixed system endpoint and is not
configurable inrun.properties.

* D. X-Frame-Options header#IncorrectSecurity headers likeX-Frame-Optionsare managed under application security policies or
global response headers, not inrun.properties.

ReferencePingAccess Administrator's Guide -run.properties Reference(section describingpa.operational.

modeand logging configuration properties).

NEW QUESTION # 26
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