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GIAC Security Operations Manager Sample Questions (Q90-Q95):

NEW QUESTION # 90
Why is it important to integrate endpoint detection and response (EDR) tools into SOC operations?
Response:

A. To provide detailed visibility into endpoint activities and potential threats
B. To focus solely on external threats and ignore internal anomalies

C. To replace the need for a SIEM system

D. To monitor and manage desktop environments only

Answer: A

NEW QUESTION # 91
What is the primary goal of the containment phase in incident response?
Response:

A. To limit the extent of the damage and isolate affected systems
B. To restore all systens to operational status

C. To identify the attacker,s identity and motive

D. To permanently fix all system vulnerabilities

Answer: A

NEW QUESTION # 92
In the context of incident response, why is it important to have predefined escalation paths?
Response:

A. To ensure timely and appropriate response actions are taken
B. To create unnecessary bureaucracy and delay responses

C. To involve as many people as possible in every incident

D. To focus solely on high-severity incidents

Answer: A

NEW QUESTION # 93
Advanced Persistent Threats (APTs) require a specific focus within cyber defense theory due to their:
Response:

A. Persistent, stealthy, and complex tactics

B. Short-term, hit-and-run attack nature

C. Exclusive reliance on widely known vulnerabilities
D. High profile and public methodology

Answer: A

NEW QUESTION # 94

Effective preparation for incident response should:
(Choose two)

Response:

A. Involve regular training and awareness for all employees

B. Rely solely on autormated systems for incident detection and response
C. Neglect the need for an incident classification scheme

D. Include establishing communication protocols and contact lists



Answer: AD

NEW QUESTION # 95
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