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CompTIA Linux+ Certification Exam Sample Questions (Q25-Q30):

NEW QUESTION # 25
A systerms administrator needs to open the DNS TCP port on a Linux system fiom network
10.0.0.0/24. Which of the following commands should the administrator use for this task?
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A. ufw allow 53/tcp from 10.0.0.0/24
B. ufw disable from 10.0.0.0/24

C. ufw enable 53/tcp from 10.0.0.0/24
D. ufw allow dns/tcp to 10.0.0.0/24

Answer: A

Explanation:
The ufw allow 53/tcp from 10.0.0.0/24 command explicitly opens TCP port 53 (DNS) for connections coming from the
10.0.0.0/24 network, which is the correct way to configure this firewall rule.

NEW QUESTION # 26
A Linux administrator needs to securely erase the contents of a hard disk. Which of the following commands is the best for this task?

A. sudo parted rm/dev/sdal

B. sudo rm-rf/dev/sdal

C. sudo shred /dev/sdal

D. sudo dd if=/dev/null of=/dev/sdal

Answer: C

Explanation:
The shred command securely erases data by overwriting the specified device or file multiple times, making recovery nearly
impossible. This is the best option for securely erasing a hard disk.

NEW QUESTION # 27
A Linux admmistrator receives reports that an application hosted in a system is not completing tasks in the allocated time. The
admmistrator connects to the system and obtains the following details:

# uptime
12:47:43 up 22:17, 2 users, load average: 7.75, 5.72, 5.17

4 nproc
4

¥

# vmatat -w 1 3 b

buffcachesistbibo inr “cs us syidwa =tg
B 0671563760348 03671478 0 0 0 040901386100 0 0 0 O
B 067156376034810367147¢ 0 0 0 040761389100 0 0 0 O
B 0671563760348103671476 0 0 0 040761389100 0 0 0 O

# free -h

total wused free shared buff/cache available
Mem: 3.8Gi 334Mi 3.6Gi 20Mi TOMi 3.5Gi1
Swap: T.BGi &€5BMi 7.8Gi

Which of'the following actions can the administrator take to help speed up the jobs?

A. Increase the amount of CPU resources available to the system.
B. Increase the amount of disks available to the system.

C. Increase the amount of free memory available to the system.
D. Increase the amount of swap space available to the system.

Answer: A

Explanation:

The uptime output shows a load average of 7.75, 5.72, 5.17 on a system with only 4 processors (nproc = 4). This indicates CPU
saturation since the load averages are significantly higher than the number of available CPUs. Memory and swap usage are minimal,
and virstat shows no I/O waits, so the bottleneck is CPU. Increasing CPU resources will help speed up the jobs.

NEW QUESTION # 28



Which of the following Ansible components contains a list of hosts and host groups?

A. Collection
B. Fact

C. Inventory
D. Playbook

Answer: C

Explanation:
In Ansible, the inventory defines the list of managed nodes (hosts) and groups of hosts. It is the source from which Ansible knows
what systers to configure or manage.

NEW QUESTION # 29
In the echo "profile- $num-$name'line of a shell script, the variable $numseens to not be expanding during execution. Which of the
following notations ensures the value is expanded?

A. echo 'profile- $num+ $name'

B. echo "profile-'Snumi- $name"
C. echo "profile-$ {num} - $name"
D. echo "profile- $(num)-$name"

Answer: C

Explanation:
Using $ {num} ensures correct variable expansion, especially when variables are adjacent to other characters or hyphens. This
prevents ambiguity and guarantees $num is properly expanded within the string.

NEW QUESTION # 30
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