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HM #91

John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for personal
reasons. He wants to send out some secret information of the company. To do so, he takes an image file and simply uses a tool
image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez, and sends it to his Yahoo mail id.
Since he is using the image file to send the data, the mail server of his company is unable to filter this mail. Which of the following
techniques is he performing to accomplish his task?

e A. Email spoofing
¢ B. Social engineering
e C. Web ripping
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¢ D. Steganography
EE: D

HF #92
Which of the following can be used as a Trojan vector to infect an information system?
Each correct answer represents a complete solution. Choose all that apply.

e A NetBIOS remote installation

¢ B. Spywares and adware

e C. ActiveX controls, VBScript, and Java scripts
¢ D. Any fake executable

_EE%: A\ B\ C\ D

fEE:
Section: Volume B

HM #93
Which of the following techniques does an attacker use to sniff data frames on a local area network and modify the traffic?

A. Email spoofing

B. ARP spoofing

C. IP address spoofing
D. MAC spoofing

M
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B #94

In which of the following steps of the incident handling processes does the Incident Handler make sure that all business processes
and functions are back to normal and then also wants to monitor the system or processes to ensure that the system is not
compromised again?

A. Eradication

B. Containment

C. Lesson Learned
D. Recovery

IEf#: D

HR #95

Firewalking is a technique that can be used to gather nformation about a remote network protected by a firewall. This technique can
be used effectively to perform information gathering attacks. In this technique, an attacker sends a crafted packet with a TTL value
that is set to expire one hop past the firewall. Which of the following are pre-requisites for an attacker to conduct firewalking?

Each correct answer represents a complete solution. Choose all that apply.

A. There should be a backdoor installed on the network.

B. An attacker should know the IP address ofa host located behind the firewall.

C. Anattacker should know the IP address of the last known gateway before the firewall.
D. ICMP packets leaving the network should be allowed.

iEf#: B. C. D

HR #96
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