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CheckPoint Check Point Certified Security Administrator - R82 Sample
Questions (Q316-Q321):
NEW QUESTION # 316 
Fill in the blanks: In _____ NAT, Only the ________ is translated.

A. Static; source
B. Hide; destination
C. Simple; source
D. Hide; source

Answer: D

Explanation:
In Hide NAT, only the source IP address is translated to a different IP address4. This is used to hide a group of hosts behind a
single IP address, usually the external interface of the Security Gateway. Check Point R81 Firewall Administration Guide

NEW QUESTION # 317 
You noticed that CPU cores on the Security Gateway are usually 100% utilized and many packets were dropped. You don't have a
budget to perform a hardware upgrade at this time. To optimize drops you decide to use Priority Queues and fully enable Dynamic
Dispatcher. How can you enable them?

A. fw ctl multik set_mode 9
B. fw ctl multik dynamic_dispatching on
C. fw ctl multik dynamic_dispatching set_mode 9
D. fw ctl miltik pq enable

Answer: A

Explanation:
To optimize drops, you can use Priority Queues and fully enable Dynamic Dispatcher on the Security Gateway23. Priority Queues
are a mechanism that prioritizes part of the traffic when the Security Gateway is stressed and needs to drop packets. Dynamic
Dispatcher is a feature that dynamically assigns new connections to a CoreXL FW instance based on the utilization of CPU cores.To
enable both features, you need to run the commandfw ctl multik set_mode 9on the Security Gateway4. Therefore, the correct
answer is C.fw ctl multik set_mode 9. CoreXL Dynamic Dispatcher - Check Point Software,Firewall Priority Queues in R80.x /
R81.x - Check Point Software,Separate Config for Dynamic Dispatcher and Priority Queues

NEW QUESTION # 318 
Which of the following is considered a "Subscription Blade", requiring renewal every 1-3 years?

A. IPS blade
B. Firewall Blade
C. Identity Awareness Blade
D. IPSEC VPN Blade

Answer: A

Explanation:
The following is considered a "Subscription Blade", requiring renewal every 1-3 years:IPS blade4. The IPS blade is a software
blade that provides protection against network attacks and exploits by inspecting traffic and blocking malicious packets. The IPS
blade requires a subscription license that includes updates for the IPS signatures and Geo Protection database. Other subscription
blades include Anti-Bot, Anti-Virus, URL Filtering, Application Control, Threat Emulation, and Threat Extraction. Check Point
Licensing and Contract Operations User Guide

NEW QUESTION # 319 
Which Threat Prevention profile uses sanitization technology?



A. perimeter
B. Guest Network
C. Sandbox
D. Cloud/data Center

Answer: A

Explanation:
Threat Prevention is a comprehensive solution that protects networks from malicious attacks by using multiple security blades, such
as Anti-Bot, Anti-Virus, IPS, Threat Emulation, and Threat Extraction. A Threat Prevention profile defines the actions and settings
for each blade and can be applied to different network segments or scenarios. The Perimeter profile is one of the predefined profiles
that uses sanitization technology to protect users from malicious files and links. Sanitization technology includes Threat Emulation and
Threat Extraction blades, which can detect and remove malware from files and web content. [Check Point R81 Threat Prevention
Administration Guide]

NEW QUESTION # 320 
Identify the ports to which the Client Authentication daemon listens on by default?

A. 256, 257
B. 8080, 529
C. 80, 256
D. 259, 900

Answer: D

Explanation:
The ports to which the Client Authentication daemon listens on by default are 259 and 900. Client Authentication is a method that
allows users to authenticate with the Security Gateway before they are allowed access to protected resources. The Client
Authentication daemon (fwauthd) runs on the Security Gateway and listens for authentication requests on TCP ports 259 and 900 .
[Check Point R81 Remote Access VPN Administration Guide], [Check Point R81 Quantum Security Gateway Guide]

NEW QUESTION # 321
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