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This section of the exam measures the skills of System Administrators and focuses on resolving problens at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

FH 2 nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system
problens effectively.
Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses

=X 3 on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.
Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
mcludes knowledge of high availability (HA), FortiGuard service configuration, and global database

=M 5 ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

=% 6 Troubleshooting
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o Admunistration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mitial configuration process and the setup of

=7
T admunistrative domains (ADOM ), ensuring smooth system management.
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HE#74
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. The shared device settings will be installed automatically.

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically.
C. The shared policy package will not be moved to the new ADOM automatically.

D. Policy packages will be imported into the new ADOM automatically.

e C

MH.
When you move devices from one ADOM to another ADOM, shared policy packages and objects do not move to the new
ADOM. You will need to import policy packages from managed devices.

HE#75
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. The shared device settings will be installed automatically.

B. Any unused objects froma previous ADOM are moved to the new ADOM automatically.
C. The shared policy package will not be moved to the new ADOM automatically.

D. Policy packages will be imported into the new ADOM automatically.

He. C
A,

When you move devices from one ADOM to another ADOM, shared policy packages and objects do not move to the new
ADOM. You will need to import policy packages fiom managed devices.

EE #76
Which output is displayed right after moving the ISFW device from one ADOM to another?

e A
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r 1 1%
For S e 1ist ISFW

-
--- There are currently 4 devices/vdoms managed ---
=== There are currently 4 devices/vdoms count for license ---

TYPE o1D SN HA 1P NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGVM010000077646 - 10 0wl 200 ISFW ADOM76  7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dav-db: not modified: ‘eonf: in sync; cond: OK; dm: retrieved; conn: up
|- vdom: [3]root flags:0 ,adam*ADOM?é pkg:[unknown] ISFW

e B

FortiManager # diagnose dvm device list ISFW
-~~~ There are currently 4 devices/vdems managed ---
--- There ara currently 4 davices/vdoms count for licensae ===

YPE 01D SN HA 1P NAME ADOM FIRMWARE
fmgfaz-managed 325 FGVM010000077646 - 1070.1.200 ISFW ADOM7?76 7.00741 (regular) 7.0 MRé (2463)
|- STATUS: dev-db: not modified: conf: in syno; cond: OK; dm: installed: conn: up
|- vdom: [3] root flags:0 adom:ADOM7€é pkg:[never-installed]

°
FortiManager # diagnose dvm device list TSFW
--- Therae ara currently 4 devices/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ---
TYPE oID SN HA P NAME ADOM IPs FIRMWARE
fmgfaz managed 325 FGVMD10000077646 - 10.0_1:200 ISFW ADOM76 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modifiad; conf: in sync; cond: OK; dm: installed; conn: up
|- wdom: [3]1 root flags:0 adom:ADOM76 pkg: [imported] ISFW
e D
riny
FortiManager # dlagnose dvm device list ISFW F!:-Hﬁﬁﬁ
-~~~ There are currently 4 devices/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ---
TYPE 0ID SN HA 1P NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGUM010000077646 - 1090.1.200 1SFW ADOM76 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up
|- vdom: [3] root flags:l adom:ADOM76 pkg:[out-of-sync]ISFW
HY: B
HE.

Right after moving the ISFW device to a new ADOM, the status typically shows the policy package as never- installed, indicating
that the device has been assigned to the new ADOM but no policy package has yet been installed in that ADOM.

EE#77
Refer to the exhibit.



FortiManager—HQ-NGFW-1 install preview

Install Preview of HQ-NGFW-1

Ass gned Devices * HQ-NGFW-1

HQ NGFW-1

== Preview result -=-
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An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings
they did not modify and are unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

¢ A FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.

¢ B. FortiGate HQ-NGFW-1 will use the root CA3 certificate in firewall address objects or policies.

¢ C. FortiManager will install the CA certificate named root CA3 to authenticate FortiGate-to-FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.

¢ D. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

HE: AC

Y.

The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.

The mstallation includes a root CA3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM
tunnel connections between the devices.

HAE #78

An admmnistrator, Trainer, who is assigned the Super User profile, is trying to approve a workflow session that was submitted by
another administrator, Student. However, Trainer is unable to approve the workflow session.

‘What can prevent an admin account that has Super User rights over the device from approving a workflow session?

e A Trainer is not a part of workflow approval group.

e B. Trainer does not have full rights over this ADOM.

o C. Trainer must first create their own workflow session to approve student session.
e D. Trainer must close Student's workflow session before approving the request.

HE. A



Y.
An administrator must be part of an approval group, and have rights over the ADOM in which the session was created.
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