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GIAC Network Forensic Analyst (GNFA) Sample Questions (Q52-Q57):

NEW QUESTION # 52
Which of the following best describes asymmetric encryption?
Response:

A. Uses the sane key for encryption and decryption
B. Uses a predefined lookup table for encoding data
C. Uses different keys for encryption and decryption
D. Converts plaintext into a hash that cannot be reversed
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Answer: C

NEW QUESTION # 53
Your company is implementing a Zero Trust network model. Which approach would best align with Zero Trust principles?
Response:

A. Using only perimeter-based firewalls

B. Allowing unrestricted lateral movement within the network

C. Granting access based on IP address

D. Requiring continuous authentication and strict access controls

Answer: D

NEW QUESTION # 54
‘Which of the following is a benefit of using a transparent proxy?
Response:

A. Tt blocks all traffic from unknown sources

B. It eliminates the need for network monitoring
C. It encrypts all internet traffic by default

D. It does not require client-side configuration

Answer: D

NEW QUESTION # 55

What are the main functions of the Domain Name System (DNS)?
(Select two.)

Response:

A. Resolving domain names to [P addresses

B. Assigning MAC addresses to devices

C. Distributing network traffic among multiple servers
D. Managing email servers

Answer: A,C

NEW QUESTION # 56
Which of'the following network protocols is commonly used for email transmission over the internet?
Response:

A. SNMP
B. SMTP
C.FTP
D. HTTP

Answer: B

NEW QUESTION # 57
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