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Refer to the exhibit.
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Data Parameters

Parameter Required Type Description
name True string A string that is the name of the network object
description False string A string containing the description information

constraints might exist)
subType True sting  An enum value that specifies the network object type

HOST - A host type
NETWORK - A network type.
FQDN - A FQDN type
RANGE - A range type

CONSIraints might exist)
1sSystemDefnined Faise
is a system defined object

type True string
class name

HTTP request ve s s S

Field level constraints: length must be between 0 and 200 (inclusive). (Note: Adaitional

Field level constraints |eanpotibe null { Nore | Additiohal Constraints might X&)

vaiue True, sting A strin@'hat Gefinas e adigess content for the object. For HOST objects, this is a single IPvd or
IPV6 agidresSWithout netmask or prefix. For NETWORK objects, this is an IPv4 or IPv6 network
aadress with netmask (in CIDR notation) or prefix. For FQDN objects, this is a Fully qualified
domain name. For RANGE objects, this Is IPv4 or IPv6 addresses separated by *-*
Field level constraints: cannot be null, must match pattern *((?!,).)*S. (Note: Additional

boolean A Boolean value, TRUE or FALSE(the default). The TRUE value indicates that this Network object

dnsResolution  False sting  DNS Resolution type can be IPV4_ONLY, IPV6_ONLY or IPV4_AND_IPVE

A UTF8 string, all letters lower-case, that represents the class-type. This cofresponds 1o the

Refer to the exhibit. Drag and drop the code snippets fiom the bottom onto the blanks in the code to create a finction to add new

network objects to their Firepower Device Management instance. Not all options are used.

import requests

def new_network_cbject( 1!' J] l l
url = f'https://{HOoS% ) Mpilllf l.":e /@b f-‘l |'

headers = |
‘Content-Type': ' t 1
‘Accept’: “applical L]
"Authorization®: f'Bearer ’
}
body =
‘subtype®: * -
"value': "10.10.10.0/24°,
‘l:m-= L] l "

}
response = requesta.postiurl, verify=False, headers=headers, j)sen=body)

networks | natworkohiact || netwark _type

NETWORK | networktype | | device

Y-
ME:

import requests
del Aew, HelesE a8

url = £ httpei/fi Ulfl‘.‘lpﬂ!:hllltcrt!nb)luta’ b
headers = |
L EISEO-
*hecept”
"Aathorization’: f'Bearer [TOKEN]'

hdy'i
"subtype”:

o™
5 -G

=] \%
a

‘eypet:
I
response = rm Jpost (url, verify=ralse, headers=hssders, json=body)
| natworks || natwarkehiact II natwark Cype I
| HETHORK | | metworkeyps || device |
EE #368

Refer to the exhibit.



headers = ( )
try: 3

response = requests.get(“https://sandboxdnac.;1230.com/dna/intent/api/vl/wirelesslprofile",
headers=headers, verify=False)

except requests/exceptions.RequestException as cerror:

print (“Error processing recquest”, cerror)

sys.exit (1)

Which code snippet is required in the headers to successfully authorize wireless information from Cisco DNA Center?

A. headers = {'Content-type'-'application/json}

B. headers = {' Authorization'"Bearer ASDNFALKJER23412RKDALSNKEF"}
C. headers = {' Authorization':'Basic YWRtaW46R3JhcGV2aW5IMQ—"}

D. headers = {'X-auth-token':'fa8426a0-8caf-4d22-8e13-7¢c1b16a9370c'}

X
m

: D

EE #369

An engineer must access multiple bots that are running in an internal infrastructure. A different HTTPS URL is required for each bot.
The infrastructure has just one public [P address and a Linux server with Apache installed. Drag and drop the actions from the left
mnto the order of steps on the right to enable access to the bots inside. Not all options are used.

Configure “Let’s Encrypt” on the bot servers. o | Jsémtl | 0 o
Enable a forward proxy in Apache. __Esg 0
Configure Apache virtual hosts. step 3
Enable a reverse proxy in Apache..
Configure an Apache .htaccess file.
Configure “Let's Encrypt” on the Apache server.

qY:
A,

Configure “Let's Encrypt” on the bot servers, | | Configure Apache virtual hosts. 1 I
Enable a forward proxy in Apache. Configure “Let's Ericoypt” on the Apache server.|
Configure Apache virtual hosts. Enabie a reverse proxy in Apache.

Enable a reverse proxy in Apache. |

Configure an Apache fhtaccess file.|y | I

Configure “Let’s Encrypt” on the Apache serG]

EE #370

Refer to the exhibit. A Python script must list network clients in the Cisco Meraki API that have used a network with an ID of 2.
The number of client entries per returned page is restricted to

1,000 according to the API specification Network 2 has 2,500 clients.




1 import requests
url = “https://api.meraki.com/api/v0/networks/2/clients”
3 payload = None
headers = {
“Content-Type”: “application/json”;
“Accept”: “application/json”;
“¥-Cisco—-Meraki-API-Key”: "1b37b584fb5411eaadcl024acl20002”

I

(W Y-

a

i }
response = regquests.request (‘'GET’, url,, headers=headers, data = payload)
10 print (response.text.ericode (‘utfsg’)

M)

url = “hetps: /S api.meraki.com/api/vid/netwarks/2/
clisnts?starcingAfter=1000"

response = reguests.gets(uzl)

print (response.textd |

if response.links.get (‘next{):
url = response.links[®nmext’] [‘uxl/|]
response = reguests.get (url)
print (¥esponse.text)

url = “https://api.meraki.cemfapi/v0/networks/2/
clients?perPage=1500"

response = reguests.gét' (url)

print (response.text)

if response.links.get (*next’):
url = links f{*uazl’)
response = . requests.get {(url)

JJPrint (response.text)

A2 #3N11

Drag and Drop Question

Refer to the exhibit. Drag and drop the code snippets from the left onto the item numbers on the right that match the missing sections
i the cURL exhibit to complete the cURL request to FirePower Device Manager API to create objects. Not all code snippets are
used.




Description
The addNetworkObject operation handles configuration related to NetworkObject model.
This API call is not allowed on the standby unit in an HA pair.

HTTP request
URL

Data Parameters

Parameter Required Type Description
name True string A string that is the name of the network object.
description False string A string containing the description information.

Field level constraints: length must be between 0 and 200
(inclusive). (Note: Additional constraints might exist)

subType True string An enum value that specifies the network ob
HOST - A host type.
NETWORK - A network ty]
FQDN - AFQDN
RANG . ‘

t cannot be null. (Note: Additional
i ht'gxist)
value a ring that defines the address content for the object. For HOST

objects, this is a single IPv4 or IPv6 address without netmask or
prefix. For NETWORK objects, this is an IPv4 or IPv6 network
o address with netmask (in CIDR notation) or prefix. For FQDN
objects, this is a Fully qualified domain name. For RANGE
objects, this is IPv4 or IPv6 addresses separated by "-".

Field level constraints: cannot be null, must match pattern
A((?1).)*$ (Note: Additional constraints might exist)

A A
isSystemPefined @ False g boolean A Boolean value. TRUE or FALSE(the default). The TRUE value
| indicated that this Network object is a system defined object.
dnsResolution False string DNS Resolution type can be IPV4_ONLY, IPV6_ONLY or IPV4
g | | tJ penl iy _AND_IPV6.
Llype ' Trug - string A UTF8 string, all letters lower-case, that represents the class-
' ' type.
This corresponds to the class name.
curl -X <item 1> -H “Authorization: Bearer exwsxads-sadads0as0d0-lw-1-lw-1w” --header

‘Content;';'y;e mapplicat.ion/json' --header ‘Accept: application/json’ -d ‘{
“name” : “171 168 l.z";
“walue”: “<it
“wsubType” :
“type”:
}* ‘https: //ast0072 pod cisco.com:33333/api/fdm/v4/object/<item 5>
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