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i =8 #60

While troubleshooting a network connectivity issue, an administrator determines that a device was being automatically provisioned to
an incorrect VLAN.

Where would the administrator look to identify when and why FortiNAC-F made the network access change?

A. The Admin Auditing view
B. The Security Event view
C. The Port Changes view
D. The Reports view

ER: C
fRRE R

The Port Changes view records provisioning actions performed by FortiNAC-F, including VLAN changes, along with the
associated reason and timestamp. This allows the administrator to determine when the network access change occurred and what
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triggered it.

i =8 #61
Refer to the exhibit. What would FortiNAC-F generate if only one of the security fitters is satisfied?
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A. A normal alarm
B. A security alarm
C. A security event
D. A normal event

ZE: D
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In FortiNAC-F, Security Triggers are used to identify specific security-related activities based on incoming data such as Syslog
messages or SNMP traps from external security devices (like a FortiGate or an IDS). These triggers act as a filtering mechanism to
determine if an incoming notification should be escalated froma standard system event to a Security Event.

According to the FortiNAC-F Administrator Guide and relevant training materials for versions 7.2 and 7.4, the Filter Match setting
is the critical logic gate for this process. As seen in the exhibit, the "Filter Match" configuration is set to "All". This means that for the
Security Trigger named

"Infected File Detected" to "fire" and generate a Security Event or a subsequent Security Alarm, every single filter listed in the
Security Filters table must be satisfied simultaneously by the incoming data.

In the provided exhibit, there are two filters: one looking for the Vendor "Fortinet" and another looking for the Sub Type "virus". If
only one of these filters is satisfied (for example, a message from Fortinet that does not contain the "virus" subtype), the logic for the
Security Trigger is not met. Consequently, FortiNAC-F does not escalate the notification. Instead, it processes the incoming data as
a Normal Event, which is recorded in the Event Log but does not trigger the autormated security response workflows associated with
security alarmrs.

"The Filter Match option defines the logic used when multiple filters are defined. If'All' is selected, then all filter criteria must be met
in order for the trigger to fire and a Security Event to be generated. Ifthe criteria are not met, the incoming data is processed as a
normal event. If' Any' is selected, the trigger fires if at least one of the filters matches."

iR #62
An admmistrator wants FortiNAC-F to pass firewall tags to FortiGate to leverage dynamic address groups used in firewall policies.
On FortiNAC-F, what determines the values that are passed?

A. RADIUS group attribute
B. Device profiling rule

C. Security rule

D. Model configuration

ER: C

AR :

The values of firewall tags sent from FortiNAC-F to FortiGate are defined within the security rule.

The security rule determines the action applied to a host or user, including which tags are assigned and passed to FortiGate for use in
dynamic address groups and associated firewall policies.



i =8 #63
‘When configuring FortiNAC-F to manage FortiGate VPN users, an endpoint compliance policy must be created for the integration.
Why is the endpoint compliance policy necessary for this type of integration?

A. To designate the required agent type

B. To validate the VPN user credentials

C. To confirm the installed endpoint certificate
D. To validate the VPN client being used

BER: A

R -

The integration of FortiNAC-F with FortiGate VPN requires a specific policy workflow to bridge the gap between initial user
authentication and full network access. When a user connects to the VPN, the FortiGate typically provides the User ID and IP
address, but FortiNAC-F requires a MAC address to uniquely identify and manage the endpoint's record.

According to the FortiGate VPN Integration Guide, the Endpoint Compliance Policy is a mandatory component of this setup
because it is used to designate the required agent type.

Because a VPN connection is Layer 3, FortiNAC cannot "see" the MAC address through traditional SNMP or L2 polling, The
compliance policy instructs the system to present a Captive Portal to the remote user, requiring them to download and run either the
Persistent or Dissolvable Agent. The agent then reports the device's MAC address back to FortiNAC, allowing the system to
correlate the VPN session with a host record.

Once the agent is running and the MAC is known, FortiNAC-F can evaluate the device's security posture (if scanning is configured)
and send the necessary FSSO tags back to the FortiGate to lift the mitial network restrictions. Without the compliance policy to
enforce the agent requirement, the connection would remain in an isolated "[P-only" state with no unique hardware identity.

"The Endpoint Compliance Policy is necessary to control the agent requirement for VPN users.

Create a default VPN Endpoint Compliance Policy to distribute an agent via captive portal for isolated machines. This policy allows
the admnistrator to designate the required agent type (Persistent or Dissolvable) that will be used to collect the hardware (MAC)
address and perform health scans on the remote endpoint.”

R #64
In an isolation VLLAN which three services does FortiNAC supply? (Choose three.)

e A DNS
B. Web
C. DHCP
D. ISMTP
E. NTP

BER: ABC
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