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These people who used our products have thought highly of our CWNA-109 study materials. If you decide to buy our products and
tale it seriously consideration, we can make sure that it will be very easy for you to simply pass your exam and get the CWNA-109
certification in a short time. We are also willing to help you achieve your dream. Now give me a chance to show you our CWNA-
109 Study Materials. You will have no regret spending your valuable time on our introduction. Besides, our CWNA-109 study quiz
is priced reasonably, so we do not overcharge you at all

CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
Topic 1 discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

signal characteristics and the finctionality of RF antennas.

¢ WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

Topic 2 ) . . . . .
requirements, roaming considerations, and common proprietary features in wireless networks.
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¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

Topic 3
o technologies, and 802.11 WLAN functional concepts.

¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
Topic 4 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 5 enterprise WLANS, and security options and tools used in wireless networks.
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Our CWNA-109 exam questions will be the easiest access to success without accident for you. Besides, we are punctually meeting
commitments to offer help on CWNA-109 study materials. So there is no doubt any nformation you provide will be treated as
strictly serious and spare you from any loss of personal loss. There are so many success examples by choosing our CWNA-109
Guide quiz, so we believe you can be one of them

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q32-
Q37):

NEW QUESTION # 32
‘What security solution is deprecated in the 802.11 standard and should never be used in any modern WLAN deployment?

A. Shared Key Authentication
B. CCMP

C. AES

D. Open System Authentication

Answer: A

Explanation:

Shared Key Authentication is a security solution that was defined in the original 802.11 standard as an alternative to Open System
Authentication, which does not provide any security at all. Shared Key Authentication uses WEP (Wired Equivalent Privacy) to
encrypt and authenticate data frames between the client station and the AP. However, WEP has been proven to be extremely
vulnerable to various attacks that can easily crack the encryption key and compromise the network security. Therefore, Shared Key
Authentication is deprecated in the 802.11 standard and should never be used in any modern WLAN deployment . References:
[CWNA-109 Study Guide], Chapter 10: Wireless LAN Security, page 401;

[CWNA-109Study Guide], Chapter 10: Wireless LAN Security, page 391; [Wikipedia], Wired Equivalent Privacy.

NEW QUESTION # 33
What cipher suite is specified by the 802.11-2016 standard and is not deprecated?

A. Wired Equivalent Privacy

B. Extensible Authentication Protocol

C. Counter Mode with CBC-MAC Pro tocol
D. Temporal Key Integrity Protocol

Answer: C

Explanation:

The cipher suite specified by the 802.11-2016 standard and is not deprecated is Counter Mode with CBC-MAC Protocol
(CCMP). CCMP is an encryption protocol that uses Advanced Encryption Standard (AES) as the underlying cipher and provides
confidentiality, integrity, and origin authentication for wireless data. CCMP is the mandatory encryption protocol for WPA2 and
WPAZ3. References: [CWNP Certified Wireless Network Admmistrator Official Study Guide: ExamCWNA-109], page 295; [IEEE
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Standard for Information technology-Telecommunications and information exchange between systems Local and metropolitan area
networks-Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications], page 1560.

NEW QUESTION # 34
You are reporting on the RF environment in your facility. The manager asks you to describe the noise floor noted in the report.
‘Which of the following is the best explanation?

¢ A. The RF energy that exists in the environment from intentional and unintentional RF radiators that forns the baseline above
which the intentional signal of your WLAN must exist.

¢ B. The extra energy radiated by access points and client devices beyond that intended for the signal.

¢ C. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands.

¢ D. The noise caused by elevators, microwave ovens, and video transmitters.

Answer: A

Explanation:

The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above which the
mtentional signal of your WLAN must exist is the best explanation of the noise floor noted in the report. The noise floor is a term that
describes the level of background noise or interference in a wireless channel or band. The noise floor is measured in dBm (decibel-
milliwatts) and it represents the mnimum signal strength that can be detected or received by a wireless device. The noise floor is
influenced by various factors, such as the sensttivity of the receiver, the antenna gain, the cable loss, and the ambient RF
environment. The ambient RF environment consists of intentional and unintentional RF radiators that emit RF energy in the wireless
spectrum. Intentional RF radiators are devices that are designed to transmit RF signals for commumication purposes, such as Wi-Fi
access points, Bluetooth devices, microwave ovens, or cordless phones. Unintentional RF radiators are devices that are not
designed to transmit RF signals but generate electromagnetic radiation as a by-product of their operation, such as USB 3 devices,
PC power supplies, or fluorescent lights. The noise floor affects WLAN performance and quality because it determines the minimum
signal-to-noise ratio (SNR) that is required for a successful wireless transmission. SNR is the difference between the signal strength
of the desired signal and the noise floor of the channel. SNR is also measured in dB and it indicates how much the signal stands out
from the noise. A higher SNR means a better signal quality and a lower bit error rate. A lower SNR means a worse signal quality
and a higher bit error rate.

Therefore, to achieve a reliable WLAN connection, the intentional signal of your WLAN must exist above the noise floor by a
certain margin that depends on the data rate and modulation scheme used. The other options are not accurate or complete
explanations of the noise floor noted in the report. The noise caused by elevators, microwave ovens, and video transmitters is not the
noise floor but rather examples of interference sources that contribute to the noise floor. The extra energy radiated by access points
and client devices beyond that intended for the signal is not the noise floor but rather an example of spurious emissions that cause
interference to other devices or channels. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5
GHz bands is not the noise floor but rather an example of attenuation or reflection that reduces or changes the direction of the signal.
References: CWNA-109 Study Guide, Chapter 5: Radio Frequency Signal and Antenna Concepts, page 139

NEW QUESTION # 35

You are using a site survey tool for post-implementation validation. You have installed the appropriate adapter driver and imported a
floor plan. Now, you want to take the next step in proper tool use. What must you do before gathering survey data after the floor
plan is imported?

A. Install WinPCAP
B. Calibrate the floor plan

C. Nothing, you can simply start capturing signal readings
D. Install iPerf

Answer: B

Explanation:

Calibrating the floor plan is what you must do before gathering survey data after the floor plan is imported when using a site survey
tool for post-implementation validation. A site survey tool is a software application that can run on a laptop, tablet, smartphone, or
other device that has a Wi-Fi adapter and a GPS receiver. A site survey tool can scan the wireless environment and collect
information about the detected access points and client stations, such as their SSID, BSSID, channel, signal strength, security, and
data rate. A site survey tool can also measure and display various metrics of network performance, such as throughput, jitter, packet
loss, delay, and SNR. A site survey tool can also use a floor plan to visualize the wirelesscoverage and quality in different locations



on a map. A floor plan is an image file that shows the layout and dimensions of a building or an area where the WLAN is deployed.
A floor plan can be imported from various sources, such as a CAD file, a PDF file, an image file, or a Google Maps screenshot.
After importing a floor plan into a site survey tool, it is necessary to calibrate the floor plan before gathering survey data. Calibrating
the floor plan means adjusting the scale and orientation of the floor plan to match the actual size and direction of the area.
Calibrating the floor plan can be done by using a reference point or a reference line that has a known distance or angle in the real
world. Calibrating the floor plan ensures that the survey data is accurate and consistent with the physical environment. References: 1,
Chapter 7, page 290; 2, Section 4.3

NEW QUESTION # 36
You manage a WLAN with 100 802.11ac access points. All access points are configured to use 80 MHz channels. In a particular
BSS, only 40 MHz commumications are seen. What is the likely cause of this behavior?

A. All clients implement single spatial stream radios

B. The AP is improperly configured to use only 40 MHz of the 80 MHz allocated bandwidth
C. The short guard interval is also enabled

D. The clients are all 802.11n STAs or lower

Answer: D

Explanation:

https/7signal.conv802- 1 1 ac-migration-part-2-whats-nobodys- telling-you-about-80mhz-and- 1 60mhz-channel bonding The clients
are all 802.11n STAs or lower is the likely cause of this behavior. Ifa WLAN with 100 802.11ac access points is configured to use
80 MHz channels, but only 40 MHz communications are seen in a particular BSS, it means that the clients in that BSS do not
support 80 MHz channels. This could be because they are using older standards, such as 802.11n or lower, that do not support 80
MHz channels. Alternatively, they could be using newer standards, such as 802.11ac or ax, but have their channel width settings
limited to 40 MHz or lower due to device capabilities or configuration options. In either case, the AP will adapt to the client's
channel width and use only 40 MHz of the 80 MHz allocated bandwidth to commumnicate with them.

This will reduce the potential throughput and efficiency of the WLAN. References: , Chapter 3, page 111;, Section 3.2

NEW QUESTION # 37

Free demo for CWNA-109 training materials is available, and you can have a try before buying ,so that you can have a deeper
understanding of what you are going to buy. We recommend you have a try before buying, In addition, CWNA-109 exam materials
contain most of knowledge points of the exam, and you can master major knowledge points as well as improve your professional
ability in the process of learning, We also pass guarantee and money back guarantee for CWNA-109 Training Materials , if you fail
to pass the exam in your first attempt, we will give you full refind ,and no other questions will be asked.
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