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A 274
¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
=x 1 tenant appear. Moreover, it delves into implementation and management of authentication and secure

access.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
=2 users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.
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¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
=x 3 protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

=M 4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Z| &l Microsoft 365 Certified MS-102 2 M Z2 A (Q511-Q516):

HAE #511

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following
tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

* Add a watermark to all new documments that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the
answer area.

NOTE: Each correct selection is worth one point.
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AE #512

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.

You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.
Policy! has the Data protection settings shown in the following exhibit.
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Explanation:

EAE #513
You need to ensure that all the sales department users can authenticate successfully during Project] and Project2.
‘Which authentication strategy should you implement for the pilot projects?

A. password hash synchronization

B. pass-through authentication

C. pass-through authentication and seamless SSO

D. password hash synchronization and seamless SSO

HE: D

Y.

Explanation

Project1: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Projectl, Microsoft Teans & Skype for Business will be enabled in Microsoft 365 for
the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.
Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using
their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint
sites by using their UPN.

Youneed to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

Topic 5, Litware, Irk

Litware, Irk. is a consulting conpany that has a main office in Montreal and a branch office in Seattle?

Ltware collaborates with a third-party company named A. Datum Corporation.



The network of Litware contains an Active Directory domain named litware.com. The domain contains three organizational units
(OUs) named LitwareAdmins, Montreal Users, and Seattle Users and the users shown in the following table.

The domain contamns 2,000 Windows 10 Pro devices and 100 servers that run Windows Server 2019.

Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise E3 licenses and Azure AD Premium P2
licenses.

The subscription contains a verified DNS domain named litware.com

Azre AD Connect is installed and has the following configurations:

* Password hash synchronization is enabled.

* Synchronization is enabled for the UtwareAdmins OU only.

Users are assigned the roles shown in the following table.

Self-service password reset (SSPR) is enabled.

The Azure AD tenant has Security defaults enabled.

Litware identifies the following issues:

* Adminl cannot create conditional access policies.

* Admird receives an error when attempting to use SSPR.

* Users access new Office 365 service and feature updates before the updates are reviewed by Admin2.
Litware plans to implement the following changes:

* Tmplement Microsoft Intune.

* Tmplement Microsoft Tears.

* Tmplement Microsoft Defender for Office 365.

* Ensure that users can install Office 365 apps on their device.

* Convert all the Windows 10 Pro devices to Windows 10 Enterprise ES.

* Configure Azare AD Comnnect to sync the Montreal Users OU and the Seattle Users OU.

Litware identifies the following technical requirements:

* Admmistrators must be able to specify which version of an Office 365 desktop app will be available to users and to roll back to
previous versions.

* Only Admin2 must have access to new Office 365 service and feature updates before they are released to the company.
* Litware users must be able to invite A. Datum users to participate in the following activities:

0 Join Microsoft Teans channels,

0 Join Microsoft Teams chats,

0 Access shared files.

* Just in time access to critical administrative roles must be required.

* Microsoft 365 incidents and advisories must be reviewed monthly.

* Office 365 service status notifications must be sent to Admin2.

* The principle of least privilege must be used.

ZAE #514

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

He:

M.
Explanation

AR #515

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named site1. You need to ensure that sitel
meets the following requirements:

* Retains all data for 10 years

* Prevents the sharing of data outside the organization

Which two items should you create and apply to site1? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

e A asensitivity label
e B. aretention policy
e (. a sensitive info type



¢ D. a retention label policy
¢ E. aretention label
¢ F. adata loss prevention (DLP) policy
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