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Docker Certified Associate (DCA) Exam Sample Questions (Q14-Q19):
NEW QUESTION # 14 
You configure a local Docker engine to enforce content trust by setting the environment variable
DOCKER_CONTENT_TRUST=1.
If myorg/myimage: 1.0 is unsigned, does Docker block this command?
Solution: docker container run myorg/myimage:1.0

A. Yes
B. No

Answer: A

Explanation:
Docker will block the command docker container run myorg/myimage:1.0 if the image tag myorg/myimage:1.0 is unsigned and the
environment variable DOCKER_CONTENT_TRUST=1 is set. The reason is that setting DOCKER_CONTENT_TRUST=1
enables Docker Content Trust (DCT), which is a feature that allows users to verify the integrity and publisher of Docker images
using digital signatures1. When DCT is enabled, Docker will only pull, run, or build images that have valid signatures. If an image tag
is unsigned or has an invalid signature, Docker will reject the operation and display an error message2. Therefore, to run an unsigned
image with DCT enabled, you need to either disable DCT by setting DOCKER_CONTENT_TRUST=0 or use the --disable-
content-trust flag, or sign the image tag with a valid key3. Reference:
Content trust in Docker
Determine if Docker image is signed or unsigned
Signing Images and Enabling Docker Content Trust

NEW QUESTION # 15 
Is this an advantage of multi-stage builds?
Solution: better caching when building Docker images

A. Yes
B. No

Answer: A

Explanation:
Explanation
Better caching when building Docker images is an advantage of multi-stage builds. Multi-stage builds allow you to use multiple
FROM statements in your Dockerfile, each starting a new stage of the build1. This can help you improve the caching efficiency of
your Docker images, as each stage can use its own cache layer2. For example, if you have a stage that installs dependencies and
another stage that compiles your code, you can reuse the cached layer of the dependencies stage if they don't change, and only
rebuild the code stage if it changes2. This can save you time and bandwidth when building and pushing your images. References:
* Multi-stage builds | Docker Docs
* What Are Multi-Stage Docker Builds? - How-To Geek

NEW QUESTION # 16 
You add a new user to the engineering organization in DTR.
Will this action grant them read/write access to the engineering/api repository?
Solution: Add the user directly to the list of users with read/write access under the repository's Permissions tab.

A. Yes
B. No

Answer: B

Explanation:
Explanation
Adding a new user to the engineering organization in DTR will not automatically grant them read/write access to the engineering/api
repository. This is because the repository permissions are not inherited from the organization level, but are configured separately for
each repository. Therefore, to grant read/write access to the new user, you need to add them directly to the list of users with



read/write access under the repository's Permissions tab. References:
* Docker Trusted Registry - Manage access to repositories
* Docker Certified Associate (DCA) Study Guide - Domain 3: Image Creation, Management, and Registry
https://docs.docker.com/ee/dtr/user/manage-repos/#manage-access-to-repositories
https://success.docker.com/certification/study-guides/dca-study-guide#domain-3-image-creation-management-an

NEW QUESTION # 17 
Will this command mount the host's '/data1directory to the ubuntu container in read-only mode?
Solution. 'docker run -v /data:/mydata -mode readonly ubuntu'

A. Yes
B. No

Answer: B

Explanation:
The command docker run -v /data:/mydata -mode readonly ubuntu will not mount the host's /data1 directory to the ubuntu container
in read-only mode. The commandhas several errors that prevent it from working correctly. First, the host directory should be /data1
instead of /data, as specified in the question. Second, the option flag should be --mode instead of -mode, and it should be placed
before the image name. Third, the mode value should be ro instead of readonly, as per the Docker documentation1. The correct
command should be docker run -v /data1:/mydata --mode ro ubuntu, which will mount the host's /data1 directory as a read-only
volume at /mydata inside the container1. Reference:
docker run | Docker Docs

NEW QUESTION # 18 
Will this action upgrade Docker Engine CE to Docker Engine EE?
Solution: Uninstall 'docker-ce' package before installing 'docker-ee' package.

A. Yes
B. No

Answer: A

NEW QUESTION # 19
......
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